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Konuenuus
nugopmannonnoii Ge3o0nacHocTH HHGOPMALHOHHLIX CHCTEM
HEPCOHAABLHBIX ANHBIX B rocyaaperseniom yupexiaenun Tyabcekoii obaacrn
«Kommiterensiii uenTp connansuoro odcayxusanus naceaenns Ne 6»

ONPEAEJIEHHSI

B macrosieM JOKYMEHTE MCHONB3YIOTCH CHEAYIOLHE TePMHHBI H HX
onpeeneHus.
ABTOMATH3HPOBARNAS CHCTEMAa — CHCTEMA, COCTOALAs M3 [epcoHana u
KOMITJIEKCA CPe/ICTB aBTOMATH3ALNH er'0 JAEATeJLHOCTH, peanusyionas HHdpopma-
LHOHHYIO TEXHOIOIHIO BhITIOJIHEHHS YCTAHOBACHHLIX (DYHKIHI.
AYTenTHGUKALNS OTHPABHTENS JAAHHBLIX — MOATBEPKIACHHE TOrO, 4TO OT-
MPABHTEJIEL NOJIYYEHHbIX J@HHBIX COOTBETCTBYET 3asABICHHOMY.
bezonacnocts nepeoHasbHLIX AANHLIX — COCTOSHHE 3ALMIICHHOCTH Mepco-
HAJILHBIX JAHHBIX, XapaKTepH3yeMoe CriocoOHOCTHIO MOJIb30BaTelIeH, TEXHHYECKHX
CpecTB ¥ HHOOPMALMOHHBIX TEXHOIOIHIT obecnednTh KOHPHACHIHANLHOCTS, 18-
JOCTHOCTH W JIOCTYNHOCTh NEPCOHANbHBIX JaHHBIX NMPH UX 06pabotke B HHpOpMa-
LHOHHBIX CHCTEMAaX MEePCOHANLHBIX AAHHBIX.
Buomerprieckne nepeonasibubie JanubIe — CBEICHHS, KOTOPLIE XapaKTepH3yIoT
(uznonornyeckue 0coGEHHOCTH WHeJOBEKA M HA OCHOBE KOTOPHIX MOXKHO
YCTAHOBHTH €ro JIHYHOCTh, BKMOuas (ororpaduu, ornewarku nanslies, obpas
CeTHATKH I71a3a, 0OCOOCHHOCTH CTPOCHHA Tela U JAPYTyIo NoA00Hy0 HHOPMAIHIO.
bBuokipoBanue nepeonaaLuLIX JAHNBIX — BPEMEHHOE npexpauienne cbopa,
CHCTEMATH3alMH, HAKOTUICHHS, HCIIOJIb30BaHHUA, PACIIPOCTPAHEHHS, MEPCOHANTBHBIX
JIAHHBIX, B TOM YHCHIE HX Mepejiayu.
Bupye (komusiorepustii, nporpaMmubiii) — HCHoAHSEMBIH nporpaMMubii Koz
WM MHTEpIpeTHpyemblii Habop uHCTpyKuuil, obnazaiommii cpoiicrBamu He-
CaHKIHOHHPOBAHHOIO pAcHpOCTpaHeHus H camoBocnpoussenenns. Co3zjanusie
AyOIHKATBl KOMITBIOTEPHOrO BHPYCa HE BCEr/la COBNAJAIOT C OPHTHHANIOM, HO CO-
XPaHIOT CNOCOOHOCTH K JaIbHEHIIEMY PacpOCTPAHEHHIO H CAaMOBOCIIPOH3BE/Ie-
HHIO.
Bpeaonocenas nporpamma — nporpaMma, npegHazHadeHHas Ul OCYIECTRICHHS
HECAHKIHOHHPOBAHHOIO A0CTYNA H (HIH) BO3JICHCTBHA HA MCPCOHANLHEIE JJaHHBIC
HIIH pecypehl HHPOPMAIIMOHHOH CHCTEMBI NEPCOHATLHBIX JaHHbIX.
Benomorare/bnubie TEXHHYECKHE CPEACTBA H CHCTEMBI — TEXHHYECKHE CPEJICTBA
M CHCTeMBI, He TMpeAHa3HAYeHHbe Ui nepenayud, obOpaboTku M XpaHeHu:
MEPCOHANLHBIX JAHHBIX, YCTAHABIHBAEMbIC COBMECTHO C TEXHHYECKHMH CpeacT-
BAMHM H CHCTEMaMH, NpeAHasHaYeHHbIMK U1 00paboTKH NepCoHANLHBIX JaHHBIX




WM B TIOMEIIEHUSAX, B KOTOPBIX YCTAaHOBJICHBI HHPOPMAITMOHHBIE CUCTEMBI TIEPCO-
HaJIbHBIX JIAHHBIX.

JlocTyn B onepanuoHHYI0 cpeay KoMmnbioTepa (MHGOPMAIMOHHOW CHCTEMBbI
MEePCOHAJIBHBIX JAHHBIX) — MOJyYEeHUE BO3MOYKHOCTH 3aIllyCKa Ha BBIIIOJIHEHUE
HITATHBIX KOMaH[, (QYHKIHM, Tpoueayp ONeparioOHHON CUCTEMbl (YHUUTOXEHUS,
KOIMPOBAaHUS, MEPEMENIEHUsT U T.I.), UCIOJHAEMbIX (DailioB MPUKIAIHBIX MPO-
rpamM.

Joctyn K wH(OPMAIMN — BO3MOXXHOCTh MOJy4YeHUs WHOOpPMAIIMM M €€ HC-
M10JIb30BAHUSI.

3ak/aq04HOe YCTPOMCTBO — 3JIEMEHT CPEACTBAa CheMa WH(OPMAaIUU, CKPBITHO
BHEAPSAEMBIN (3aKIaJbIBAEMbI WJIM BHOCHUMBIM) B MECTa BO3MOXHOTO CheMa
uHbopMaluu (B TOM YHCIIE B OrpaxkIeHUE, KOHCTPYKIMIO, 000pYyI0BaHUE, MPE-
METhl MHTEpPbEpa, TPAHCIIOPTHHIE CPEJICTBA, & TAKXKE B TEXHHUYECKHE CPEICTBA U
CUCTEMBI 00pa0OTKH UH(MOPMAITUH).

3amumaemasi uHdopmauus — uHbOPMAIMS, SBISIONIASCS TMPEIMETOM CO0-
CTBEHHOCTH U TOJyIeKaIlas 3aliuTe B COOTBETCTBUM C TPECOOBAHUSIMHU MPABOBBIX
JIOKYMEHTOB WJIH TpeOOBaHUSMHU, YCTAHABIMBAEMbIMU COOCTBEHHUKOM HH(pOpMa-
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Nnentudukanusa — mpuUCBOCHUE CYOBEKTaM M OOBEKTaM JOCTyNa WJICHTHU-
dukatopa U (UIM) CpaBHEHHE MPEIBSIBISIEMOro HIACHTUPHUKATOpA C IMEPEUHEM
MIPUCBOCHHBIX UJEHTU(PUKATOPOB.

NHpopMaTHBHBIM CHTHAJ — DJJIEKTPUYECKHE CUTHAJBI, aKyCTUYECKHE, JJEK-
TPOMAarHUTHBIE U Apyrue Gu3anyecKue mois, o napaMmeTpam KOTOPBIX MOKET ObITh
packpbiTa KOH(UACHIIMATbHAS UHDOpMalKs (TepcoHaIbHbIE JTaHHbIE) 00padaTh-
BaeMasi B ”HPOPMALIMOHHON CUCTEME MEPCOHATIBHBIX JaHHBIX.

Nupopmanuonnass  cucremMa  mepcoHaabHbIX  JaHHbIXx  (UCIIOn) -
uHQOpMAIIMOHHAsT ~ CHCTeMa,  MpPEACTaBisionas  co0OMl  COBOKYITHOCTh
MEPCOHANBHBIX  JaHHBIX, COJAEpKalmuxcsi B 0a3e JaHHBIX, a TaKke
WHOOPMAITMOHHBIX TEXHOJIOTMM U TEXHUYECKHMX CPEJACTB, IMO3BOJSIONMINX
OCYIIECTBJIATh 00pabOTKY TaKUX TEPCOHAJIBHBIX JaHHBIX C MCIOJIb30BAHHEM
CPEIICTB aBTOMATHU3AIUHU WK 0€3 UCTIOIh30BaHUS TAKUX CPEICTB.
NudopmanuoHHbIe TEXHOJOTHUH — ITPOIIECCH], METO/IBI TTOMCKA, COOpa, XpaHEHHS,
00paboOTKM, MPEIOCTABICHUS, PACIPOCTPAHCHHUS] WH(GOPMAIIMM U CIIOCOOBI
OCYUIECTBJICHUS TAKUX MPOLIECCOB U METOJIOB.

Hcnonb3oBaHue MNepPCOHAJBHBIX [JaHHBIX — JedcTBUS  (omepanuu) ¢
MEePCOHATBLHBIMU JIAaHHBIMH, COBEpIIAEMbIC OIEPATOPOM B IEISAX MPUHSITHUS
pEIIEHN WM COBEPLICHUS WHBIX JACHUCTBUHM, MOPOKAAOIIMX HOPUIUYECKUAEC
MOCJIEACTBUS. B OTHOILICHUHM CYOBEKTa MEPCOHANBHBIX JAHHBIX WJIM APYTUX JIUIL
J1M00 MHBIM 00pa30M 3aTparvBalolIMX MpaBa U CBOOObI CYOBEKTa MEPCOHATBHBIX
JAHHBIX VI APYTUX JIUILI.

HcTouHuk yrpo3nl 0Oe3omacHocTH HWH(MOPMALMHU — CYOBEKT J0CTyIa, Mmate-
pUATBHBIA OOBEKT WM (PU3NYECKOE SBIICHUE, SBIISIONIMECS MPUINHON BO3HUKHO-
BEHHUSI YTPO3bl O€30MaCHOCTH UH(POPMAITUH.



Kontpoaupyemasi 30Ha — MpOCTPAaHCTBO (TEPPUTOPHS, 3[IaHUE, YaCTh 3AaHUA,
MOMEIICHHE), B KOTOPOM HUCKIIOYEHO HEKOHTPOJIUpPYyEeMOoe MpeObIBaHUE TTOCTOPOH-
HUX JIMII, @ TAaKKE TPAHCTIOPTHBIX, TEXHUYECKUX U MHBIX MAaTEPUAIIbHBIX CPEJICTB.
KonduaeHunaabHOCTh NMEPCOHAIBHBIX JAHHBIX — 00s3aTeNbHOE MJisi COOJIIO-
JICHUSI ONEPATOPOM WIIM WHBIM MOJYYUBIIUM JOCTYI K MEPCOHAIBHBIM JIaHHBIM
JUIIOM TpeOOBaHUE HE JIOMYCKaTh MX paclpoCcTpaHeHue 0e3 corjacus cyobekTa
MEPCOHANIbHBIX JJAHHBIX WM HAIMYUS WHOTO 3aKOHHOTO OCHOBAHUSI.

Me:xceTeBoil 3KpaH — JOKaIbHOE (OJHOKOMIIOHEHTHOE) WM (YyHKIIHMOHAIHHO-
pacrpeielieHHOe IporpaMMHOe (ITporpaMMHO-aNMnapaTHOE) CPEACTBO (KOMILIEKC),
peanu3yromiee KOHTPOJb 3a WH(popMalmen, MmocTymarmneil B nHHOPMAIMOHHYIO
CUCTEMY TNE€PCOHAIBHBIX JAHHBIX W (WJIU) BBIXOJAIICH W3 HUHPOPMAIMOHHOU
CUCTEMBL.

HapymnrTennb 0€30MacHOCTH MEPCOHAJIBHBIX JAaHHBIX — (U3UYECKOE JIHIIO,
CIIy4yallHO WJIM MPEAHAMEPEHHO COBEPIIAIONIEE JIEUCTBUSA, CIEICTBUEM KOTOPBIX
SBJIIETCSI HapylIeHUEe OE€30MacHOCTH MEPCOHAIBHBIX JAaHHBIX MPH UX 00paboTKe
TEXHUYECKUMU CpEACTBAaMU B HWH(GOPMAIIMOHHBIX CHUCTEMaxX MEPCOHAIBHBIX
JTAHHBIX.

HeaBromaTuzupoBanHasi 00padoTKa NepPCOHAJBHBIX JaHHBIX — 00paboTka
NEPCOHANBHBIX  JIaHHBIX, COJIEpKAIIUXCA B  WH(DOPMAIMOHHOW  CHCTEME
MEPCOHANIBHBIX JaHHBIX JUOO U3BJICUEHHBIX M3 TaKOW CHUCTEMbI, CUYUTACTCS
OCYUIECTBJIEHHOM 0e3 UCIIOJIb30BaHUS CPEACTB aBTOMATHU3AILIUU
(HEaBTOMATU3UPOBAHHOM ), €CIIM TaKue JEUCTBUS C MEPCOHATBLHBIMU JIAHHBIMH, KaK
WCIIOJb30BaHUE, YTOYHEHUE, DPACIPOCTPAHCHHUE, YHUUYTOXKEHUE TMEPCOHATBHBIX
JAHHBIX B OTHOIIEHUU KaXJOr0 U3 CYOBEKTOB TMEPCOHAIBHBIX JaHHBIX,
OCYUIECTBJISIIOTCS MPU HEMOCPECTBEHHOM yYaCTUH YEJIOBEKa.
HenexinapupoBaHHble BO3MOKHOCTH — (DYHKIIMOHAJILHBIE BO3MOXHOCTH CPEJICTB
BBIYUCIIUTEIbHON TEXHUKHU, HE OMTMCAHHBIE WK HE COOTBETCTBYIOLIME ONMMCAHHBIM
B JOKYMEHTAIlM¥, MpPH HCHOJBb30BAHUH KOTOPHIX BO3MOXHO HapylIECHHE
KOH(DHMICHIIMATEHOCTH, JOCTYITHOCTH WM IIEJIOCTHOCTH 0OpabaThiBaeMOil WH-
dbopmaruu.

HecaHKIIMOHUPOBaHHBIN J0CTYNl (HECAHKIIMOHUPOBAHHBbIE JeficTBHA) — J0OC-
Tyn K UHGOPMAIMK WA IEUCTBUS ¢ MH(OpMaImel, Hapylaolye npaBuia pas-
IrpaHUYECHUSI JOCTYIMA C HWCIOJb30BAaHUMEM IUTATHBIX CPENICTB, MPEIOCTABISIEMBIX
WH(POPMAITMOHHBIMU CUCTEMAaMU NIEPCOHATBHBIX JTAHHBIX.

Hocurear nupopmanum — puzndeckoe JUI0 WIA MaTEpUATbHBIN 00BEKT, B TOM
yucie (uznueckoe mosie, B KOTOpoM HHGOpMaIUs HAXOAUT CBOE OTPAKEHUE B
BHJIE CUMBOJIOB, 00pa30B, CUTHAJIOB, TEXHUYECKUX PEIICHUN U MPOIECCOB, KOJIHU-
YECTBEHHBIX XapaKTEPUCTUK (PU3NUECKUX BEITUYHUH.

O0e3MYuBaHuE NMEPCOHANBHBIX JAHHBIX — JICCTBUS, B PE3yJIbTaTe KOTOPHIX
HEBO3MOHO OMPEACIIUTH MPUHAIIEAKHOCTh MEPCOHABHBIX TAHHBIX KOHKPETHOMY
CyOBEKTY IEPCOHAIIBHBIX JTAHHBIX.

O0pabdoTka mepcoHAJbHBIX JAHHBIX — JEUCTBUS (OMEpanuu) ¢ NepCcoOHaIbHBIMU
JAHHBIMH, BKJIIOYas cOOp, CUCTEeMaTH3allui0, HAKOIJIEHUE, XpaHEHUE, YTOUYHECHUE
(oOHOBIIEHHE, W3MEHEHUE), HUCIOJb30BaHUE, PACHPOCTpaHEHHE (B TOM 4YHUCIE



nepenavy), oOe3nuuMBaHHE, OJOKHUPOBAHUE, YHUYTOXKEHHE MEPCOHAIBHBIX
JTAHHBIX.

OOmenocTynHble NMePCOHATbHBbIE JaHHbIE — TEPCOHAJBHBIC JaHHbBIE, JOCTYM
HEOTPAHWYEHHOTO Kpyra JHI[ K KOTOPbIM MPEAOCTaBIIEH C COIJIacus CyObeKTa
MEPCOHANIBHBIX JIaHHBIX WJIM Ha KOTOPbIE B COOTBETCTBUHU C (enepaabHbIMU
3aKOHAMH HE pacrpocTpaHsieTcs TpeboBaHue COONMOACHUS KOH(UIECHIIUATLHOCTH.
Omnepartop (mepcoHaNBHBIX JAHHBIX) — rocy1apCTBEHHBIN opras,
MYHUIIUIIAJIBHBIA OpraH, IOpUINYECKOoe WK (PU3HUECKOe JHII0, OPraHU3yIolee U
(w)  oCymIecTBIsOMEe O00pabOTKY TEPCOHANBHBIX JTaHHBIX, a TaKKe
OMpeIeIAIONIUE LETU U COoiepKaHre 00padOTKU MEPCOHATBHBIX TaHHBIX.
Texnnueckue cpeacTBa HH(POPMALMOHHOM CHCTEMblI IE€PCOHAJBHBIX
JTAHHBIX — cpencTBa BBIUMCIUTEIFHON TEXHUKH, UH(POPMaLIMOHHO-
BBIYHCIIUTEIbHBIE KOMIUIEKCHI U CETH, CPEACTBA U CUCTEMBI NIEperayuu, npuemMa u
oopadotku IIJIH (cpeacTBa W CHCTEMBl 3BYKO3aIlUCH, 3BYKOYCHJICHUS,
3BYKOBOCIIPOM3BEICHHUSI, IEPETOBOPHBIE U TEJIEBU3HOHHBIE YCTPOMCTBA, CPEACTBA
U3TOTOBJICHUSI, TUPAKUPOBAHUS JOKYMEHTOB U JIpyrHMe TEXHUYECKUE CpElICTBa
00paboTKH peueBoi, rpaduyecKoi, BUI€0- U OyKBEHHO-IIM(PPOBOK MHPOpMALIUN),
IpOrpaMMHBIE Cpe/icTBa (ONEpallMOHHbIE CUCTEMBI, CUCTEMBI YIIPABJICHUS 0a3amMu
JAHHBIX W T.I.), CPEACTBAa 3alUThl HH(OpMAIMK, TPUMEHSEMbIE B
UH(OPMAITMOHHBIX CUCTEMAX.

IlepexBar (uHoOpManMu) — HENpaBOMEPHOE IMOIy4YEHUE HH(OpMALUU C HC-
M0JIb30BAaHUEM TEXHUYECKOTO CPEACTBA, OCYLIECTBISIOMIEr0 OOHAPYKEHHE, IPUEM
1 00pabOTKy MH(POPMATUBHBIX CUTHAJIOB.

IlepconasibHbIE JaHHBIE — JT100as UHGOPMALIMSI, OTHOCAIIAACS K ONPEAEICHHOMY
WIM OIpeAesieMOMY Ha OCHOBAHMM TakoW HHQPOpMaluu (PU3NYECKOMY JIUILY
(cyOBeKTy MepCOHANbHBIX JAHHBIX), B TOM YHCIIE €ro (paMuiivs, UMs, OTYECTBO,
roJl, MecsL, JaTa U MECTO POXKIEHHUs, aApec, CEMENHOE, COLUAIBHOE, UMYIIECT-
BEHHOE IOJIOKEHUE, 00pa3oBaHue, MpodeccHs, T0X0abl, Apyras nHPpopMaIius.
ITo0ouHbIE 3IeKTPOMATHUTHBIE W3JIYYeHHS] M HABOJAKH — DJIEKTPOMArHUTHBIC
U3ITyYEeHHsS] TEXHUYECKUX CPEACTB 00pabOTKH 3aluiaemMoi nHpopmMaiuy, BO3HH-
Karolre Kak MoOOYHOE SIBJICHUE W BHI3BAHHBIC AJIEKTPUUECCKUMU CUTHAJIAMU, JICH-
CTBYIOIIMMH B WX DJIEKTPUUYECKUX U MATHUTHBIX IIETSX, & TAKXKE IJIEKTPOMATrHUT-
HbIC HABOJKW 3THUX CHUTHAJIOB Ha TOKOMPOBOJSIINE JTUHUHU, KOHCTPYKIIUU U TICTIH
MTUTaHW.

I[MouTHKA «YUCTOTO CTOJIA» — KOMIUIEKC OpPraHU3allMOHHBIX MEPOIPUSTUH,
KOHTPOJIMPYIOIIHUX OTCYTCTBUE 3alMCBhIBAaHUS Ha OyMa)KHbI€ HOCUTENW KIIOYEeH U
aTpuOyTOB JIOCTYMA (MapoJiei) U XpaHEeHUs1 X BOJIM3U OOBEKTOB JOCTYIA.
IMoab30BaTesb MHPOPMALMOHHONH CHCTEMbI NMEPCOHAJBbHBIX JTAHHBIX — JIUIO,
y4acTBymoliee B GyHKIMOHUPOBAHUU MH(GOPMAIIMOHHON CUCTEMBI NIEPCOHATBHBIX
JAHHBIX WM UCTIONB3YIONIEe PE3YIbTaThl €€ (YHKIIMOHUPOBAHHUS.

IIpaBuia pa3rpaHuyeHusi JOCTYNa — COBOKYIMHOCTh TWIPAaBWJI, PErIAMEHTH-
PYIOILIUX MpaBa JA0CTyIa CyOBEKTOB IOCTyMa K 00BEKTaM J0CTYTIA.

IIporpaMMHasi 3aKjagKa — KOJ MPOrpaMMbl, NPEIHAMEPEHHO BHECEHHBIN B
IporpaMMy C LEJIbI0 OCYIIECTBUTh YTEUKY, U3MEHHUTbh, OJOKMPOBATh, YHUUTOKUTh
UHGOPMAIIMIO WM YHUYTOXXUTh U MOAU(ULIMPOBATH MPOrpaMMHOE OOecreueHue



WH()OPMAITMOHHONW CUCTEMBbI TIEPCOHATBHBIX AHHBIX W (MM) OJIOKMpPOBATH amma-
paTHbIE CPEACTBA.

IIporpammHoe (MPOrpaMMHO-MaTeMaTH4YeCKOe) BO3ACHCTBHE — HECAHKIMO-
HUPOBAHHOE BO3/IEHCTBUE HA PECYpChl aBTOMATHU3MPOBAHHOW HH(POPMAIIMOHHOM
CUCTEMBI, OCYILIECTBIISIEMOE C UCIIOJIb30BAaHUEM BPEIOHOCHBIX MPOrPAMM.
PackpbiTHe NEpCOHANBHBIX [JAHHBIX — YMBIIUIEHHOE WJIH  CIy4alHOE
HapyleHne KOH(UIEeHIIUATbHOCTH MEPCOHATBHBIX JaHHBIX.

PacnpocTpaHeHue mNepCOHAJBbHBIX [JdaHHBIX — JICHCTBUS, HAINpaBJICHHBIC Ha
nepeadyy IMepCOHANBHBIX JIaHHBIX OMNpEAEIEHHOMY Kpyry Jmi (mepenaya
MEPCOHAIBHBIX JIAHHBIX) WM Ha O3HAKOMJICHUE C MEPCOHAIBHBIMU JAaHHBIMU
HEOTPAHWYCHHOTO Kpyra JHIl, B TOM 4YHCIe OOHApPOJOBAHHWE IEPCOHATHHBIX
JAHHBIX B CPEACTBaX MaccoBoi MH(oOpMaIuu, pazMenieHue B WH()OpPMAIMOHHO-
TEIEKOMMYHUKAITMOHHBIX CETAX WJIM MPEJOCTaBICHUE JOCTYIA K MEePCOHAIbHBIM
JTAHHBIM KaKUM-JINOO UHBIM CIIOCOOOM.

Pecypc uH(pOpMANMOHHON CHCTEMbI — MMEHOBAHHBIM 3JIEMEHT CUCTEMHOTO,
MIPUKIIATHOTO 1781071 anmnapaTHOTO oOecrieueHus (GYyHKIIMOHUPOBAHUS
UH(OPMAIMOHHOW CUCTEMBI.

CnenmnanbHble KATErOpPUM NMEPCOHAJbHBIX JAHHBIX — MEPCOHAIBHBIC JAHHBIE,
KAacarollluecsi PAacOBOM, HAIMOHAIBHOW  TMPUHAMICKHOCTH, IMOIUTUYECKHUX
B3TJISIIOB, PEITUTHO3HBIX WM (PUIIOCOPCKUX YOk IACHUM, COCTOSTHUSL 3/I0POBbS U
WHTUMHOM JKM3HU CYOBEKTa MEPCOHAIBHBIX JAHHBIX.

CpeacrBa BbIYMCJIUTEIbHOM TEXHHUKH — COBOKYIHOCTh MPOrPAMMHBIX M TEX-
HUYECKUX DJIEMEHTOB CUCTEM OOpaOOTKH JAHHBIX, CIOCOOHBIX (DYHKIIMOHUPOBATH
CaMOCTOATENILHO WJIA B COCTaBE APYIUX CUCTEM.

Cy0bekT mocryna (Cy0ObeKT)— JMIO WIH MPOLECC, IEUCTBUS KOTOPOTO pEr-
JAMEHTHUPYIOTCS TTPaBUJIaMH Pa3rpaHUYCHUS JOCTYTIA.

TexHnyeckuil KaHaJ YTe4YKHM HH(POPMALMU — COBOKYIIHOCTb HOCHUTEINS HWH-
dbopmanuu (cpeacta 00paboTKu), GU3HUECKON Cpeibl pacrpocTpaneHus uHdop-
MaTHBHOTO CHUTHajla U CPEACTB, KOTOPBIMH JTOOBIBAETCS 3aliuinaeMas uHpopMma-
HS.

Tpancrpanununas nepeaava NMEePCOHAJBHBIX  JaHHBIX —  [eperaya
MEPCOHAIBHBIX JAHHBIX oOmepaTopoM uepe3 [OCcynapCTBEHHYIO TpaHUIly
Poccuiickon ~ @enepannu  Opraly  BJIIACTA ~ MHOCTPAHHOTO  TOCYAAapCTBa,
(bU3NYECKOMY WJTH IOPUIMUECKOMY JIUIY HHOCTPAHHOTO TOCY1apCTRa.

Yrpo3sl 0€30l1aCHOCTH MEPCOHAJBbHBIX JAHHBIX — COBOKYIMHOCTH YCIIOBHU H
(bakToOpoB, CO3AI0IIUX OMAaCHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHCIIE CIIyYail-
HOTO, JIOCTyHa K MEPCOHAIbHBIM JaHHBIM, PE3YJbTaTOM KOTOPOTO0 MOXET CTaTh
YHUYTOXXEHUE, U3MEHEHUE, OJJIOKUPOBAHKUE, KOMMPOBAHUE, PACIIPOCTPAHEHHUE Tep-
COHAJIBHBIX JAHHBIX, a TaK)XK€ HMHBIX HECAHKIMOHUPOBAHHBIX JICUCTBUN TPU HX
00paboTke B MHGOPMAIIMOHHON CUCTEME TIEPCOHATBHBIX JaHHBIX.

YHHUUTOKEHHE TEePCOHAJIBHBIX JAHHBIX — JICUCTBUSA, B PE3YJIbTATE KOTOPBIX
HEBO3MOXKHO BOCCTAHOBHTH COJIEP’KaHHUE MEPCOHAIBHBIX JTAHHBIX B MH(OpMAIU-
OHHOM CHUCTEME MEPCOHATBHBIX JAHHBIX WM B PE3YJIbTATE KOTOPHIX YHUUTOXKAOT-
Csl MaTepUAJIbHbIE HOCUTEIIU MEPCOHATBHBIX TAHHBIX.



Yr1euka (BamuumaemMo) MHEPOPMALMH MO TEXHUYECKHMM KAHAJIAM — HEKOH-
TPOJMPYEMOE PACTIPOCTPAHEHHE MH(POPMAIIMK OT HOCUTEIS 3alluiaeMon nHpop-
Malluy 4epe3 PU3NYECKyI0 Cpeay J0 TEXHHUUYECKOTO CPEACTBA, OCYIIECTBISIONIETO
nepexsBaT UHPOPMAIIUH.

Yupeskaenne — yupexJIeHUsT 3ApaBOOXPAHEHUS, COLMAIBLHOU cdepbl, Tpyaa u
3aHATOCTH.

Ya3BuUMOCTDb — €1a00CTh B CPEJCTBAX 3alIUThI, KOTOPYIO MOKHO HCIIOJIb30BATh
JUTSI HAPYIICHUS CUCTEMBI WITH COJIEpIKAIICHCs B HEM MHGOPMAIIHAH.

IeaocTHOCTH MH(POPMALMHU — CTTOCOOHOCTH CPEJICTBA BEIYUCIUTEILHON TEXHUKA
VI aBTOMATU3UPOBAHHON CHUCTEMBI 00€CTIeUnBaTh HEU3MEHHOCTh HH(POPMAIINH B
YCIIOBHSIX CITy4allHOTO W/WJIHM TIPETHAMEPEHHOTO UCKKEHUS (pa3pyIeHuUs).
O003Ha4YeHHs U COKpPALLICHUS

ABC — aHTHBHpYCHBIE CPEICTBA

APM — aBTOMaTH3MpOBaHHOE pabovee MECTO

BTCC — BcrioMoraTenbHble TEXHUYECKHUE CPEICTBA U CUCTEMBI

UCTIIn — nadopmaliionHas cuctemMa nepCcoHalIbHBIX TaHHBIX

K3 — koHTponupyemas 30Ha

JIBC — nokanbHasi BBIYUCIUTEIbHAS CETh

MD — MexKceTeBOM IKpaH

HCJ/I — HecaHKIIMOHMPOBAHHBIN TOCTYI

OC — onepanroHHasi CHCTEMA

[1nH — nepcoHaIbHBIC TaHHBIC

[IMB — nporpaMMHO-MaTeMaTUYECKOE BO3AEHCTBUE

[1O — nporpamMMmHOE obecrieueHne

[I9MUMH — no6oyHbI€ 37EKTPOMArHUTHBIE U3TYyYEHUS U HABOJKU

CA3 — cucrema aHanm3a 3alMIIEHHOCTH

C3U — cpeacTna 3amuThl HHPOPMAIIUU

C3I1du — cucreMa (ToicucTeMa) 3allyThl MEPCOHATBHBIX TAHHBIX

COB - cucrema 0OHapyKeHUSI BTOP>KEHUMN

TKVYU — Texunueckue KaHajabl yTeUKH HHPOPMAIUH

VYBIIH — yrpo3bl 6€301aCHOCTH MTEPCOHATBHBIX JIAHHBIX

BBenenue

Hacrosimass Konnenuuss uHbopmanmonnoit 6e3onacHoctu UCIIIH B
roCyJapCTBEHHOM yupexjaeHuu Tynabckoil o0nactu «KOMIIIEKCHBIM LIEHTP
colMajgbHOTO O0OCHyXKuBaHusi HaceineHuss Ne 6y ([lanee — VYupexaeHue),
pa3paboranHa MUHHCTEPCTBOM 3PaBOOXPAHCHUS M COLMAIBHOTO pa3Butus PO,
ABJISIETCA O(UIIMATBHBIM JOKYMEHTOM, B KOTOPOM OIpEJie/ieHa CUCTEMa B3TJISAI0B
Ha oOecrneueHrne HHPOPMAITMOHHON 0€30ITaCHOCTH Y UpSKIACHUS.

HeoOxoaumocts pazpabotku Konreniuu o0ycliOBIEHA CTPEMUTEIHHBIM
pacmupeHueM c@epbl TPUMEHEHUsT HOBEUITNX MH(GOPMAIIMOHHBIX TEXHOJIOTHN U
MPOIIECCOB B YUpeXJACHUSIX, Mpu 00paboTke wuHbOpMAIMK BOOOIIE, U
MIEPCOHAIILHBIX JAHHBIX B YACTHOCTH.



Hacrosimas Konnenmust onpeensieT OCHOBHBIE 1M W 3a/add, a TaKKe
OOIIyI0 CTPATErui0 IOCTPOCHUS CHUCTEMBI 3alIUThl TEPCOHAIBHBIX JIaHHBIX
(C3I1An) VYupexnenus. Konmenmusi omnpeaenser OCHOBHbIE TpeOOBaHUS W
0a30Bbl€ TOAXOMABl K HUX pealM3aluu, ISl JOCTHXKEHUS TpeOyeMoro ypOBHS
0e301macHOCTH UH(pOPMAITUH.

Konuenmust pa3paboraHa B COOTBETCTBHUM C CHCTEMHBIM MOAXOAOM K
oOecrieueHut0o  MHPOpMaUMOHHOW  Oe3omacHocTH.  CHUCTEMHBIH  MOAXOA
OpeanoyiiaraeéT  MPOBEACHHE  KOMIUIEKCA  MEPONPUATHN,  BKIIOYAIOIINX
UCCIIEIOBaHUE yrpo3 MHOOPMALMOHHONW 0€30MacHOCTH M pa3paboTKy CHUCTEMBI
samuThl  [1/lH, C TO3WIIMM KOMIUIEKCHOTO TIPUMEHEHUS TEXHUYECKUX U
OpPraHU3aIUOHHBIX MEP U CPEICTB 3AIUTHI.

[Tox napOopManmonHo# Oe3omacHOCTRI0 [1/[H MOHMMAaETCS 3alTUIICHHOCTh
NEPCOHANIBHBIX JIaHHBIX M 00palaThIBalOIIEe HMX HH(PPACTPYKTYype OT JHOOBIX
CIIy4allHBIX WJIM 3JIOHAMEPEHHBIX BO3JCUCTBUHM, PE3YyIbTATOM KOTOPBIX MOXKET
SBUTHCSI HaHECEHHE yuiepba camoil mHbopmaluu, ee BiaaelbliaM (CyObeKTaMm
[111) nnu undpactpykrype. 3amaun HHGOPMAIIMOHHON 0€30MaCHOCTH CBOJSTCS K
MUHUMM3AIUU yiiepOa OT BO3MOXKHOM peaiu3anuu yrpo3 oesonacHoctu I1/1H, a
TaK)Ke K MPOTHO3UPOBAHUIO U MPETOTBPALIECHUIO TAKUX BO3JICUCTBUM.

KoHuenmust ~ clIy)kUT  OCHOBOM  juisi  pa3pabOTKM  KOMILIEKca
OpPraHU3allMOHHBIX W TEXHUYECKUX Mep Mo oOecrneueHru0 HHPOPMAIMOHHOM
Oe3omacHOCTH  YUPEXKIECHWW, a TakKe HOPMATUBHBIX H  METOIUYCCKUX
JIOKyMEHTOB, OOECHEYMBAIOLIUX €€ peaM3alfio, U HE MPEAnojaraet MoJAMEHbI
GyHKIIUH  TOCYJIapCTBEHHBIX oOpraHoB Biacth Poccuiickoit ~ dexaepariuu,
OTBEYAIOMIMX 3a oOecrieueHre O0e30MacHOCTH MH(GOPMAIIMOHHBIX TEXHOJIOTHH H
3aIIUTy UHPOPMALIUH.

Konnennus sBnsercs METOI0IOTHYECKON OCHOBOM JIJIA:

dbopMupoBaHUS U MPOBEJACHUS C€IUHOW TMOJMTHKH B 00JACTH OOECIICUCHHS
oe3onacuoctu [1JIn B UCITIH YupexaeHus;

NPUHATHUS YIPABICHYECKUX PEHICHUN M pa3pabOTKU MPAKTHYECKUX MEP IO
BOIUIOIIEHUIO TOJNUTUKU  OezomacHocTd [I/lH M BBIpaOOTKHM  KOMIUIEKCA
COTJIaCOBaHHBIX  MeEp HOPMAaTUBHO-TIPABOBOTO, TEXHOJIOTUYECKOTO u
OpraHU3allMOHHO-TEXHUYECKOTO XapaKTepa, HaMNpaBJICHHbIX Ha BBHISBICHUE,
OTpaXEHUE W JIMKBHUJAIMIO TOCJICACTBUI peann3allid Pa3jINudHbIX BHUIIOB YIPO3
I1/18;

KOOPJIMHAIIUN ACSITCIIBHOCTH CTPYKTYPHBIX TOAPA3IACICHUA Y UPEIKICHUS
py TPOBeAECHUHU padoT mo pa3Butuio U skcmtyataiuu UCIIIH ¢ cobmonennem
TpeboBaHuii ooecrieuenus 6ezonacHoctu [1/1H;

pa3pabOTKH  MPEMIOKEHUH MO  COBEPIIEHCTBOBAHWIO  IIPABOBOTIO,
HOPMATHBHOTO,  METOJIMWYECKOTO,  TEXHHYCCKOTO W  OPTraHH3alMOHHOTO
ob6ecnieuenus 6ezomacuoctr [1J1a B UCIT[IH Yupexaerus.

[IpaBoBoit 0azoif s pa3paboTku Hactosimer Konmenmmuu —ciyxar
TpeOOBaHMs JEHUCTBYIONUX B PoccuM 3aKOHOMATENBHBIX W HOPMATHBHBIX
JIOKyMEHTOB TI0 00ecTieueHnI0 0€301MacHOCTH TePCOHANBHBIX MJaHHBIX ([11H).

1. O0umue nmos10:KeHUA



Hacrosimas Konuenuus onpenenser OCHOBHBIE LENM M 3a4a4yd, a TAKKE
OOIIyI0 CTpPATErni0 IOCTPOCHUS CHUCTEMBbI 3allUThl TEPCOHAIBHBIX JIaHHBIX
(C3M1An) Yupexnenus, B coorBerctBuu ¢ Ilepeunem WCII[Jn. Konuenmms
OTIpEJIEIISIET OCHOBHBIE TpeOOBaHUs M 0a30BbIE€ MOJXOJbI K UX peau3alvu, s
JOCTHKEHUSI TpeOyeMoro ypoBHs 0€30MacHOCTH HH(OpMAIUH.

C3I1dn mnpencraBisieT co0OM COBOKYIMHOCTh OPraHU3AIlMOHHBIX U TeX-
HAYECKUX MEPONPUATUI IS 3amuThl [I/[H OT HEMpaBOMEPHOTO WK CIIy4ailHOTO
JIOCTyIIa K HUM, YHUYTOXKEHUS, U3MEHEHUs, OJOKUPOBAHMS, KOIMUPOBAHMS, pac-
npoctpadenus [1/{H, a TakKe MHBIX HEMPABOMEPHBIX JECUCTBUN C HUMH.

be3onacHOCTh MEPCOHANBHBIX AAHHBIX JOCTHTA€TCA IMYyTEM HCKIIOUECHHUS
HECAHKLIIMOHUPOBAHHOTO, B TOM YHMCJE CIIy4YaHHOI'O, JOCTyHa K IEPCOHAJIbHBIM
JAHHBIM, PE3YyJbTATOM KOTOPOIO MOXKET CTaThb YHUYTOXEHUE, H3MEHEHHUE,
0JIOKHpOBaHUE, KOIMPOBAHUE, PACIIPOCTPAHEHUE MTEPCOHAIBHBIX JAHHBIX, & TAKXKE
MHBIX HECAHKIIMOHUPOBAHHBIX JIEUCTBUM.

Crpykrypa, coctaB u ocHOBHbIe pyHkuMH C3I1/IH onpenenstoTcs ucxoas us
kinacca MCITAn. C3I[JIH BKiIOYaeT OpraHu3allMOHHBIE MEpPbl U TEXHHYECKHUE
cpencrtBa  3amuThl  wHGopMmamuu (B TOM  4YHcie  IMUQPOBAIbHBIC
(kpunrorpaguueckue) CpEeJIICTBa, cpelncTBa IIPENOTBPALICHUS
HECAaHKIIMOHUPOBAHHOTO JIOCTYIA, YTEYKH HMHPOPMAIMA TIO TEXHUUYECKUM
KaHajaM, MOPOrPaMMHO-TEXHHYECKUX BO3JCHCTBUI Ha TEXHUYECKHE CPEACTBa
oOpabotkn IIJ[H), a Takxke wucHoib3yemMble B HMHPOPMALMOHHON CHCTEME
MH(OPMAIMOHHBIE TEXHOJIOTUH.

OTU Mephl MPU3BAHbI 00ECTICUNTD:

KOH(UIEHIHMATBbHOCTh HHPOPMALIUK (3alUTAa OT HECAHKIMOHHUPOBAHHOIO
O3HAKOMJICHU);

HEJOCTHOCTh MHpOpMalui  (aKTyalbHOCTb W HENPOTUBOPEUMBOCTH
uH(oOpMaIuK, €€ 3allUIIEHHOCTh OT pa3pylieHHus W HECAaHKIIMOHWPOBAHHOTO
W3MEHEHHUS);

AOCTYIHOCTb UH(POpMAIUU (BO3MOXHOCTb 32 MIPUEMIIEMOE BpEeMs MOJIY4YUTh
TpebyeMyto HHPOPMAITMOHHYIO YCIYTY).

OpraHu3aliioHHbIE MEpbl MPEAYCMATPUBAIOT CO3JAHUE W MOIAECPKAHUE
npaBoBoil 0a3el Oe3omacHoctu [I/lH u pa3paboTky (BBeIeHHE B JCHCTBUE)
npenycMoTpeHnbix  [lonmutukoit  uHdopmanmonHoit OezonmacHoctn  UCIIdH
CIEAYIOIINX OPraHU3alMOHHO-PACTIOPAIUTEIBHBIX JOKYMEHTOB:

[Inan Mepornpusituii mo obecreuenuro 3amuthl [1/IH mpu ux obGpabotke B
NCIIdn;

[Inan MepornpusTHii Mo KOHTPOJII0 oOecneueHus 3anuThl [1/1H;

[Topsimok pe3epBHpOBaHUA U BOCCTaHOBJIEHUs paboTocmnocodbHoctn TC u
I1O, 6a3 gaanex u C3U;

HomxHocTtHast nHcTpykius anmuanctparopa MUCIT/Ix B yactn obecnieueHus
6e3onacHoctu [1/]n mpu nx o6padotke B UCII/IH;

JomkHocTHast uHcTpykuusa mnonbs3oBarens MCII[H B dactu obecrneueHus
6e3onacHoctu [1/]xn mpu nx o6padotke B UCII/IH;



WucTpykuusa monp30BaTedss HMH(YOPMALMOHHBIX CHCTEM TMEPCOHATBHBIX
JTAHHBIX MO0 00ecTeueHnI0 6e30macHOCTH 00pabOTKU MEPCOHANBHBIX JTaHHBIX MPU
BO3HUKHOBEHUHU BHEIITATHBIX CUTYaIINil

PexoMeHainy 1Mo MCHOJB30BAHUIO MPOTPAMMHBIX M allapaTHBIX CPEACTB
3aIUThl HH(POPMALIUH.

TexHuyeckre Mepbl 3alUThl PEATU3YIOTCS IPH MTOMOIIU COOTBETCTBYIOIIUX
MPOrPAMMHO-TEXHUYECKUX CPEACTB U METOJOB 3AILIUTBHI.

[lepeueHp HEOOXOAMMBIX MEp 3alIUTHl HH(OPMALMHU OMPEAETSETCS 10
pe3yabTaraMm BHyTpeHHel npoBepku Oe3onacHoctu UCIIIH Yupexnenus.

2. 3agaun C3I1/In

OcHoBHoi1 nensto C3II/IH sBisieTcss MUHUMH3ALUS yiiepOda OT BO3MOXKHOU
peanuzanuu yrpo3 6esonacuoctu [1/1H.

Jlns mocTmkeHus OCHOBHOM 1enmu cuctema Oe3omacHoctu I1[{a WMCITa
J0JKHA 00ecrieunBaTh 3 PEKTUBHOE PEIICHUE CIECAYIOMUX 3a/1a4:

3alUTy OT BMewaTenbcTBa B mpouecc ¢yHkuuonupoanus WCII/Ix
IOCTOPOHHUX JIMI] (BO3MOKHOCTh McHojib30BaHus AC U AOCTyIl K ee pecypcam
JOJDKHBl MMETh TOJIBKO  33apErMCTPUPOBAHHBIE  YCTAHOBIICHHBIM  IOPSAJIKOM
M10JIb30BATENH);

pasrpaHM4eHHe  JOCTyla  3aperHCTPUPOBAHHBIX  IOJB30BATENE K
anmapaTHbIM, MPOrpaMMHBIM W HHpoOpManuoHHBIM  pecypcam  UCIIH
(BO3MOXXHOCTh JOCTylIa TOJBKO K TE€M pPEcypcaM M BBINOJIHEHUS TOJBKO TEX
ornepauuii ¢ HUMHU, KOTOpPble HEOOXOAUMbl KOHKpETHbIM ToJib3oBatensim MCII/Ix
JUISL BBINIOJIHEHUS CBOUX CIYKEOHBIX OOS3aHHOCTEH), TO €CTh 3al[UTy OT
HECAHKIMOHUPOBAHHOTO IOCTYyIA:

. K uH@opmanuu, mupkynupyromeit B UCIT/1H;

. cpeactBaM BerurciauTenbHon Texuuku UCI/IH;

. anmapaTHbIM, TPOTPAMMHBIM M KPUNTOTPaQUUECKUM CpelICTBaM
3amuThl, ucnojbdyeMbiM B UCIT/IH;

PETUCTPALMIO ACHUCTBUHN IOJIB30BATENEN MPU MCIOIB30BAHUM 3AIIUIAEMbBIX
pecypcoB HCII[ITH B CHCTEMHBIX JKypHajax M NEPUOJAMYECKUNA KOHTPOJIb
KOPPEKTHOCTH JIEMCTBHUM MOJIb30BATEIECH CUCTEMBI IIyTEM aHAIU3A COJIECPKUMOTO
ATUX )KYPHAJIOB;

KOHTPOJIb LIEJIOCTHOCTU (0OecreueHne HEeM3MEHHOCTH) Cpebl UCIIOIHEHUS
MIPOTPaMM M €€ BOCCTAHOBJICHHUE B CIIy4ae HapyIICHUS;

3alIUTY OT HECAHKIIMOHUPOBAHHOW MOJIU(UKAIIMU U KOHTPOJIb 1IEIOCTHOCTH
ucnons3yeMmbix B MCII/IH mporpaMMHBIX CpPEACTB, a TAKKE 3alIUTy CHCTEMBI OT
BHEJIPEHUSI HECAHKIIMOHUPOBAHHBIX MTPOTPAMM;

amuty [IJIH OT yTeuku mo TEeXHUYECKHM KaHajlaM INpu ee o0paboTke,
XPaHEHUH U Mepeaye o KaHaJIaM CBSI3H;

samuty I1/IH, Xpanumoi, oOpabaThiBaeMO M TIEpelaBaeMoOi MO KaHaJIaMm
CBSI3H, OT HECAaHKIIMOHUPOBAHHOT'O Pa3riallleHUs] WA UCKaKEHMS;

o0ecrieyeHre  KMBYYECTH  KPUNTOTpapUUEeCKHMX  CPEICTB  3alIUTHI
uH(OpMAITUU TIPU KOMIIPOMETAIIUN YaCTH KITFOYEBOW CHCTEMBI;

CBOEBPEMEHHOE BBISBIIEHUE UCTOYHUKOB yrpo3 Oe3onacHoctu [1/1H, npuunn
U YCIIOBUH, CIOCOOCTBYIOIIMX HaHeceHHIO ymiepOa cyowektam [IJIH, co3manue



MEXaHHM3Ma OIEpPaTUBHOIO pearupoBaHuss Ha Yrposbl Oe3omacHoctu I[IJ[H u
HEraTUBHBIC TEHJICHIINU;

CO3J]aHUE YCJIOBHM TSI MUHUMM3AIMU U JIOKAJIU3AIMM HAHOCUMOTO yiiepOa
HEMPaBOMEPHBIMU ACUCTBUSAMU (DU3UYECKUX M IOPUIMYECKUX JIMII, OCJIa0JeHHUEe
HEraTUBHOTO BIMSHUS W JUKBHUAALMS TOCIEICTBUNA HapylIeHUs O€30MacHOCTH
I1an.

3.00beKTBI 3alIUTHI
3.1. lepeyenb HH(POPMALHOHHBIX CUCTEM

B Vupexnenun mnpou3Boautcs o00pabOTKa MEPCOHANBHBIX JaHHBIX B
UH(GOPMAIIMOHHBIX cucTeMa 00paboTku nepcoHanbHbIX AaHHbIX (MCIIAH).

Ilepeuenr UCII[IH ompenensercs Ha OCHOBAaHMM AKTa MO PE3yJIbTaTaM
BHYTPEHHEW MPOBEPKHU.

3.2 IlepeyeHb 00BEKTOB 3ANIUTHI

OObeKTaMu 3alUThI SBISIOTCS — HHGopManus, oopadareiBaemas B UCII/IH,
U TEXHUYECKHE CpeJICTBa €€ 00paboTKM M 3aiuThl. [lepedyeHb MepCcOHaIbHBIX
JAHHBIX, IOJUIEKAIME 3allMTe, onpereseH B llepeuHe mepcoHaNbHBIX JaHHBIX,
nojexanux 3amurte B MCII/I.

OOBEKTHI 3aLIUTHI BKIIOYAIOT:

. Oo6pabateiBaeMast HH(pOpMaIHSL.

. TexHonornyeckas uHpopMaus.

. [IporpaMMHO-TEXHUYECKUE CPEACTBA OOPAOOTKH.

. Cpenctsa 3amursl [1/1H.

. Kanans! nHbOpMaImoHHOT0 0OMEeHa M TeTICKOMMYHHUKAIIUH.

OOBEKTHI U MIOMEUIEHUS, B KOTOPBIX pa3MelieHbl kommnoHeHTsl UCIT/IH.
4. Kaaccuduxanus noan3opareaeid UCIIIn

[TonpzoBatenem  UCIIJIlm  saBmsiercs  JmLoO, Y4acTBYIOILIEE B
GYyHKIMOHUPOBAHUM WH(OOPMAITMOHHOW CHCTEMbl IMEPCOHAIBHBIX JAHHBIX WM
HCIIONB3YIONIee pe3yabTarhl ee (yHkiuonupoBanus. Ilomp3zoBatenem WCII/IH
ABIeTCsl 000N coTpynHuk Yupexnaenus, umerommii noctyn k UCIIu u ee
pecypcaM B COOTBETCTBHUU C YCTAHOBJIEHHBIM NOPSAKOM, B COOTBETCTBHUU C €rO
(GyHKIIMOHATBHBIMHA 00SI3aHHOCTSIMU.

ITonb3oBatenu UCII/IH aensaTcs Ha TpU OCHOBHBIE KaTETOPUM:

. Anvmunuctpatop HCIIAu. CorpynHuku VYupexaeHus, KOTOpbIE
3aHUMAIOTCSI ~ HACTPOMKOM, BHEAPEHUEM U  CONPOBOXKICHUEM  CHCTEMBI.
Anmvunuctpatop UCII/IH o61agaeT cienyommum ypoBHEM JOCTYyIIA:

. obOsamaer MojaHOM wuHMOpPMalKMEl O CUCTEMHOM W MPUKIATHOM
nporpammHom obecnieueHuu UCIIx;

. obOsamaer moJHOW WHGOpPMAME O TEXHUYECKUX CpeICTBaX U
koHpurypauuu UCII/H;

. UMEeT JIOCTYl KO BCEM TEXHHUYECKUM CpPEJICTBaM O0OpabOTKH
nHpopmanuu u gaaasiM UCITH;

. oOnamaeTr mpaBaMu KOHQUTYPUPOBAHUS U  AJMUHUCTPATHBHOM

HacTpoiiku Texunueckux cpeacts UCI/Ix.



. [Tporpammuct-pazpadorunk UCIIAn. CoTpyanuku YupexaeHus Wiu
CTOPOHHUX OpraHM3alfii, KOTOpbIE 3aHUMAIOTCS pa3pabOTKONl HPOrpaMMHOIrO
obecneuenus. Pazpaborunk MCII/IH obnaaaer ciaenyommuM ypoBHEM JOCTYMA:

. obnangaer uHbpopmalmeld 00 aaropuTMax U MporpamMmax 00pabOTKH
unpopmaruu Ha UCI/IH;
. o0nazaeT BO3MOXKHOCTSIMU BHECEHUSI OMIMOOK, HEIEKIApUPOBAHHBIX

BO3MOXKHOCTEM, IPOTrpaMMHBIX  3aKJIaJ0K, BpPEJOHOCHBIX IIporpamMM B
nporpammuoe obecneuenue WCII/In Ha cTamguu ee pa3paOOTKu, BHEAPEHUS U
COIIPOBOK/ICHHUS;

. MOXKET pacroiyiaratb JIOOBIMH  (parMeHTaMu HHQOpPMALMH O
tonoioruu VICII[IH m TexHumyeckux cpeactBax o0paboTku u 3amuthl [1]]H,
obpabareiBaembix B UCIIT/]H.

. Oneparop HCIIIn. CoTpyaHUKM DOAPA3ACIECHUN Y UpPEKICHUSL
ydactByomux B mnpoiecce 3kcruryaranuu MUCITua. Oneparop UCITIn o6nanaer
CJIEAYIOIIUM YPOBHEM JOCTYIIA:

. o0JnajiaeT BCeMH HEOOXOIUMBIMHU aTpuOyTaMu (HarpuMep, maposem),
00€eCIeYnBaIOIIUMHU JTIOCTYIT K HEKOTOpOMY MoAMHOKecTBY [1/1H;

. pacrioyiaraeT KOH(PUACHIMAIbHBIMA JaHHBIMH, K KOTOPHIM HMEET
JOCTYII.

Kareropun mnosb3oBarenel AOMKHBI OBITH ONPENENECHBI JUIA  Kaxuaou
NCIIIH. JlomKHO OBITh YTOUHEHO pa3/ieJIeHue COTPYAHUKOB BHYTPH KaTErOpHid, B
COOTBETCTBMM C THUIIAMHM TMOJb30BaTenerd onpeneyieHHbIMU B [lomntuke
MH(OPMAIMOHHOW O€301TaCHOCTH.

Bce BpIsBIEHHBIE Tpynmbl MOJb30BaTenedl orpaxarorcs B Otdere 1Mo
pe3yJibTaTaM BHYTpeHHEW mpoBepku. Ha ocHoBanum OTyeTra onpeaenstoTcs nmpaBa
noctyna K anementaMm MCIIIH mis Bcex rpynn Mmojab30BaTENE U OTPa)KaroTCs B
Marpune pocryna B .IlonoxkeHnn o0 pasrpaHddyeHUM 1paB JOCTyna K
00pabaThIBa€MbIM MTEPCOHAIILHBIM JIAHHBIM.

5. OcHOBHbIE NPUHIHIIBI IOCTPOEHUS CUCTEMbI KOMILIIEKCHOM 3aIIMThI
uHpOpMaALMH

IToctpoenne cuctembl obOecrieuenuss Oe3omacHoctn [IJIlm UCIIn
VYupexnenus u ee QyHKIMOHUPOBAHUE JOKHBI OCYIIECTBIISATHCS B COOTBETCTBUU
CO CJIEAYIOIIMMH OCHOBHBIMU ITPUHLIAIIAMMU:

3aKOHHOCTb;

CUCTEMHOCTB;

KOMILIEKCHOCTB;

HEINPEPBIBHOCTB;

CBOEBPEMEHHOCTB;

IPEEMCTBEHHOCTD Y HENIPEPBIBHOCTH COBEPILICHCTBOBAHUS;

IIEpCOHAJIbHAs OTBETCTBEHHOCTD;

MUHHUMH3ALUS TOJITHOMOYHIA;

B3aMMOJICHCTBUE U COTPYIHUYECTBO;

rHOKOCTh CUCTEMBI 3aIHUTHI;

OTKPBITOCTh AJITOPUTMOB U MEXaHU3MOB 3aILUTHI;

IIPOCTOTA NPUMEHEHHUSI CPENICTB 3AIIUTHI;



Hay4Hasi 000OCHOBAHHOCTh U TEXHUYECKAsl PEAIU3yEMOCTb;

crienuanu3anus u npodeccuoHanusm;

0053aTEIBLHOCTh KOHTPOJISL.

5.1. 3akoHHOCTH

[Ipeanonaraer OCYIECTBICHUE 3alIUTHBIX MEPONPHUSATUNH U pa3pabOTKy
C3I1Jn YupexaeHuss B COOTBETCTBUU C JACHCTBYIOIIMM 3aKOHOAATEIBCTBOM B
obnactu 3amuthl IIJIH W JpyruXx HOPMATUBHBIX AaKTOB IO OE€30MacHOCTH
uHbOpMaIuK, YTBEPKICHHBIX OpraHaMi rOCyJapCTBEHHOM BIIACTH M YIpPaBICHUS
B IIpeJieNax X KOMIICTCHIINH.

[Tonb3oBatenu u obcayxuBaromuidi nepconan I[1{nx UCII[In Yupexnenus
JOJKHBI OBITH OCBEIOMJICHBI O TIOPSIKE pabOTHI C 3allUIIaeMOl HHPOpMAaIe u
00 OTBETCTBEHHOCTH 3a 3amuThl I1/1H.

5.2. CHCTEMHOCTH

Cucremubii moaxon k nocrpoenuto C3IIJJH YupexneHus mpeamnosiaract
Y4ET BCEX B3aWMOCBA3aHHBIX, B3aUMOJCUCTBYIOIIMX U HW3MEHSIOIIUXCI BO
BPEMEHU DJIEMEHTOB, YCIOBUM U (DAKTOPOB, CYIIECTBEHHO 3HAYUMBIX JIJIs
MOHMMAaHHUSI U pelIeHus: npoosembl obecrnedeHus Oe3zomacHoctu [1[In MCIIdn
YupexaeHusl.

[Ipu co3maHuu CUCTEMBI 3alIUTHl JOJDKHBI YUYUTHIBATHCS BCE Ciadble U
HamOoJiee ys3BUMBbIE MecTa cuctembl 00paboTku [IJIH, a Takke Xapakrep,
BO3MOYKHbIE OOBEKTHI M HAIIPABJICHUS aTaK HA CUCTEMY CO CTOPOHBI HApyIIUTENEH
(0ocobeHHO BBICOKOKBAJIM (DUIIMPOBAHHBIX 3JI0YMBIIICHHUKOB), yTH
IPOHUKHOBEHUsI B pacnpeneneHHbie cucrembl 1 HCJl k mnpopmanuu. Cucrema
3aIIUTHl JOJDKHA CTPOUTHCS C YYETOM HE TOJBKO BCEX H3BECTHBIX KaHAJOB
nponukHoBeHus: 1 HCJI k uHpopManuu, HO U ¢ y4€TOM BO3MOXXHOCTHU MOSIBICHHUS
NPUHIMITHAIBHO HOBBIX ITyTEH peanu3aliuu yrpo3 0€30MacHOCTH.

5.3. KommiekcHoCTh

KomruiekcHOe HMCIOJIb30BaHUE METOAOB M CPEACTB 3ALIUTHI IPEANOJIaraet
COTJIACOBAHHOE ITPUMEHEHUE PA3HOPOAHBIX CPEACTB IIPU MOCTPOCHHUM LIEITOCTHOU
CUCTEMBbI 3alllMTHI, MEPEKPHIBAIOIICH BCE CYIIECTBEHHbIC (3HAUMMBIC) KaHAJIbI
peaiM3aliyd Yyrpo3 U HE cojJeprkaileil ci1adblX MECT Ha CThIKaX OTIEIbHBIX €€
KOMIIOHEHTOB.

3ammTa JOJIKHA CTPOUTHCS AIIEJIOHUPOBAHO. [[1s1 KaXKI0ro KaHajia yTeUKU
uHopMalMu W I KaXIOM yrpo3bl 0€30MacHOCTH JIOJDKHO CYIIECTBOBAThH
HECKOJIbKO 3aIUTHBIX pyOexei. Co3aHne 3aluTHBIX pyOekel OCyIIeCTBISETCS C
Y4E€TOM TOTO, YTOOBI JIJISi UX MPEOIOJIEHUS MOTEHIUAILHOMY 3J0YMBIIIJIEHHUKY
TpeOOBaAIMCh NMPOGECCUOHANbHbBIE HAaBBIKM B HECKOJbKHX HEB3aMMOCBS3aHHBIX
00JacTsX.

Buemnsiss 3ammra JojKHA oOecneyuBaThCs (DU3MUYECKUMU CPENICTBAMU,
OpraHU3alMOHHBIMU M MPaBOBBIMU Mepamu. OMHUM W3 HauOoJee YKPETUICHHBIX
pyOexel mpu3BaHbl OBITH CPEACTBA KPUTITOTpaPUUECKOM 3aIUTHI, peaIU30BaHHBIC
¢ wucnosib3oBanuem TexHonorun VPN, IlpuxiiagHot ypOBEHb  3allMTHI,
YYUTHIBAOIINN OCOOCHHOCTH TIPEIMETHON OO0JacTH, MPEACTABISIET BHYTPEHHUN
pyOeK 3alUTHI.

5.4. HenpepsbiBHOCTD 3amuThl I1/{H



3amura [I/lH — He pa3oBoe MEpONpPUITHE U HE MPOCTasi COBOKYMHOCTb
MIPOBEJECHHBIX MEPONPUSATUN U YCTAHOBIICHHBIX CPEJICTB 3aIlMThI, 4 HEMPEPBIBHBII
L[EJICHAINIPABICHHBIN MPOLECC, NPEANOJIArarlllui MPUHITHE COOTBETCTBYIOIIUX
Mep Ha Bcex atanax >ku3zHeHHoro nukia UCITJIH.

NCIIJH AOMXKHBI HAXOOUTHCS B 3AILMILIEHHOM COCTOSHHHM Ha MPOTSHKEHUU
BCEr0 BpeMEHU WX (YHKIMOHUpOBaHUS. B COOTBETCTBHM C 3THUM MPUHIUIIOM
JOJDKHBI MPUHUMATBCS Mepbl 1o HenomymeHuto nepexona HWCIIIH B
HE3AIUIIEHHOE COCTOSTHUE.

bonpmiHCTBY (U3MYECKHMX ¥ TEXHMYECKHX CPEACTB  3allUThl IS
3¢ (HEeKTUBHOTO  BBIMOJHEHUS CBOMX (QYHKIUH HeoOXoauma MOCTOSHHas
TEXHUYECKass W OpraHu3alHOHHAs (amMHHHCTpPATHUBHAS ) NOJJIEPIKKA
(cBOEBpeMEHHasi CMEHA M OO0ECIeYEeHHE NPaBUIBHOTO XPAHEHHSI W NPUMEHEHHUS
MMEH, MapoJiel, KIoYed MHU(PPOBaHMs, NEPEONPEACIICHUE MOJTHOMOYUN U T.IL.).
[lepeppiBbI B paboTe CpeACTB 3allUThl MOTYT OBITh  HMCHOJB30BAHbBI
3JIOYMBIIUICHHUKAMH [IJI aHAJIu3a MPUMEHSIEMBIX METOJOB U CPEICTB 3allMThI,
JUIS BHEAPEHUS CIIEIIMATbHBIX IPOrPAMMHBIX U allapaTHBIX «3aKIAJOK» U IPYTUX
CPEICTB  IIPEOJOJIEHMS] CHCTEMbl  3alUTBl  IIOCJIE€  BOCCTAHOBJIECHHUS €€
GyHKIIMOHUPOBAHMUS.

5.5. CBoeBpeMEHHOCTH

[Ipenmnonaraer ynpexJIaroluil xapakrep Mep obecredeHus: 0e30macHOCTH
[1/IH, TO ecTh MOCTAaHOBKY 3aj1a4 1o kKomIuiekcHou 3amure UCII/In n peann3zanuto
Mep obecnieuenus OezonacHoctu /[ Ha panHux ctaausx pazpadotku UCIIAH B
LIEJIOM U €€ CUCTEMBI 3alIUThl HH()OPMAIMH, B YaCTHOCTH.

Pa3paboTka cucTeMbl 3alIUThI JOHKHA BECTUCH MApPAILIENBHO C pa3pabOTKOM
Y Pa3BUTHEM CAMOW 3alllMIIAaeMOM CHUCTEMBbI. DTO MO3BOJHUT y4e€CTh TPEOOBaHUS
0€30MacHOCTH MPHU MPOEKTUPOBAHUU APXUTEKTYpPhl M, B KOHEUHOM CUE€TE, CO3AaTh
oonee H(¢dexkTuBHBIE (Kak IO 3aTpaTaM pPECypcoB, TaK M IO CTOHWKOCTH)
3aIMIIEHHBIE CHCTEMBI.

5.6. [IpeeMCTBEHHOCTH M COBEPIIIEHCTBOBAHHE

[IpeanonararoT MOCTOSIHHOE COBEPIIEHCTBOBAHWE MEP M CPEICTB 3aIUTHI
uH(OpMAIMd Ha OCHOBE MPEEMCTBEHHOCTH OPTaHM3AIMOHHBIX U TEXHUYECKUX
pelieHuii, KaapoBoro cocrtaBa, aHanmu3a QynkiuonupoBanus HWCIIIH u ee
CUCTEMbl 3alIUThl C YYETOM HU3MEHEHHU B METOJIaXx U CpEJCTBax IMepexBaTa
uH(popMaluu, HOPMATUBHBIX  TpeOOBaHWUM MO  3alIUTE, JOCTUTHYTOrO
OTEUYECTBEHHOI'0 U 3apyOEKHOT0 OMBITA B 3TOM 001aCTH.

5.7. IlepcoHaibHAsi OTBETCTBEHHOCTH

[Ipeanonaraer  BO3JOXKEHHME  OTBETCTBEHHOCTH  3a  OOecnedyeHue
oe3zonacHoctu II/IlH u cuctembl nx 0OpabOTKM Ha KaXAOro COTPYIJHUKA B
npejesiax ero MoJHOMOYMH. B COOTBETCTBUUM C 3TUM NPUHLMUIIOM paCHpeeiIeHre
npaB ¥ O0S3aHHOCTEW COTPYAHHKOB CTPOUTCS TaKMM 00pa3oMm, 4TOOBI B cilydae
J1000TO HApYIICHWs KPYr BUHOBHUKOB OBLI YETKO HW3BECTEH WJIM CBEICH K
MUHUMYMY.

5.8. IIpyHIMI MUHUMHU3ALIMHA MTOJTHOMOYMA



O3HauaeT MpeAoCTaBICHUE MOIH30BATEISIM MUHUMAIIBHBIX TPaB JOCTyNa B
COOTBETCTBHH C MPOU3BOJICTBEHHON HEOOXOAUMOCTBIO, HA OCHOBE IIPUHIIUIIA «BCE,
YTO HE Pa3pelieHo, 3alPEHICHOY.

Hoctyn k IIJIH 10oKeH MpegocTaBisThCS TOJIBKO B TOM cliydyae U 00beme,
€CIM  3TO HEOOXOJWMO COTPYAHHUKY JJIS BBINOJHEHHUS €ro JOJHKHOCTHBIX
00s13aHHOCTEH.

5.9. B3aumojeiicTBre H COTPYAHUYECTBO

[Ipenmomnaraer co3gaHue OJArONpHUATHONM aTtMocdepbl B KOJUIEKTHBAX
nojapasneneHuii, obecneunBaromux aestenbHocTs WCIIIH Yupexnenus, s
CHI)KCHHUSI BEPOSTHOCTH BO3HWKHOBEHHS HETAaTHBHBIX JEHCTBUN CBSI3AHHBIX C
YeJIOBEYECKUM (PaKTOPOM.

B Takoii 00CTaHOBKE COTPYIHHWKH JODKHBI OCO3HAaHHO COOJIFOIATH
YCTAaHOBJICHHBIC TIpaBWJIa W  OKa3blBaTh COJCHCTBHE B  JCATEIHHOCTH
Mo/Ipa3/ieICHuN TEXHUUECKOU 3aIlUThl THOPMAIIHUH.

5.10. 'mokocTh cucTtemsbl 3amuThl I1JIH

[IpunsiThie Mepbl M YCTAHOBJIEHHBIE CpEJCTBA 3alUThl, OCOOCHHO B
HaYaJIbHBIN MEPUOJI X IKCIUTyaTallii, MOTYT 00eCieunBaTh KaK Ype3MEpHBIii, TaKk
W HEJAOCTAaTOYHBbIA ypoBeHb 3ammTthl. [l oOecreueHus BO3MOKHOCTH
BapbUPOBAHUSI YPOBHEM 3alIUIIEHHOCTH, CPEICTBAa 3allUThl JTOJDKHBI 00JagaTh
OTIpeJIeTICHHOW THOKOCThI0. OCOOEHHO BaKHBIM 3TO CBOMCTBO SIBIIIETCS B TEX
ClIyJasiX, KOTJa YCTaHOBKY CPEJICTB 3alllUTHl HEOOXOIUMO OCYIIECTBIATH Ha
paboTalllyl0  CUCTEMYy, HE  Hapymas [pouecca €€  HOPMaJIbHOIO
(yHKIHOHUPOBAHMUS.

5.11. OTKpBITOCTH AJTOPUTMOB U MEXaHU3MOB 3aIIUTHI

CyTb IpUHITUTIA OTKPBHITOCTH AITOPUTMOB U MEXaHW3MOB 3aITUTHI COCTOUT B
TOM, 4YTO 3allldTa HE JOJDKHA OOECIIeUMBATHCS TOJNBKO 3a CYET CEKPETHOCTH
CTPYKTYPHOM OpraHu3allid W aJIropuTMOB (YHKIIMOHUPOBAHHS €€ TOJICUCTEM.
3HaHWE aIrOPUTMOB PabOTHl CUCTEMBI 3alIUTHI HE JOJKHO JaBaTh BO3MOXKHOCTH
ee mpeojosieHus (naxe aBropam). OmHaKO, 5TO HE 03HAYAET, 4TO MHMOPMAITUS O
KOHKPETHOM CHUCTEME 3alTUThI JOJKHA OBITH 00IIEIOCTYITHA.

5.12. IIpocToTa NpUMEHEHUS CPEACTB 3alUTHI

MexaHu3Mbl 3alUTHl JOJKHBI ObITh MHTYUTUBHO TOHSATHBI W TPOCTHI B
UCTONIb30BaHuU. [IpuMeHeHne cpefcTB 3alMThl HE JODKHO OBITh CBSI3aHO CO
3HAHWEM CHCIUAIBHBIX S3BIKOB WJIM C BBIMOJHECHUEM JICHCTBUN, TPEOYIOMNX
3HAUMTEIBHBIX  JOMOJHUTEIBHBIX  TpyAo3aTpaT TMpu  OObIYHOW  paboTe
3apErUCTPUPOBAHHBIX YCTAHOBIICHHBIM IOPSIKOM TIOJB30BaTeNiel, a TakKkKe He
JIOJDKHO TPeOOBATh OT IMOJIB30BATEINS BBHITOJIHCHHSI PYTHHHBIX MAJIOTIOHSATHBIX €MY
ornepaiiuii (BBOJ HECKOJIBKUX MapoJie U UMEH U T.J.).

JIoKHA JTOCTHTAThCsl aBTOMATH3AIlUsl MaKCHMAaJbHOTO 4YHCJIa JICHCTBHMA
nosb3oBateneit u agmunuctparopos UCIIIH.

5.13. HayuHasi 000CHOBAHHOCTbH H TeXHHYECKasi peaju3yeMocTh

NudopmarimonHbie TEXHOJIOTHUH, TEXHUYECKHE W MPOrPaMMHBIC CPENICTBA,
CpeICcTBa M MEpbl 3alUThl HH(GOPMAIMKA JIOJDKHBI OBITH pEaTN30BaHbl Ha
COBPEMEHHOM YPOBHE PAa3BUTUS HAYKH U TEXHHKH, HAYIHO OOOCHOBAHBI C TOUYKH
3peHUs JTOCTHKCHHS 3aJJaHHOTO YPOBHS 0€30macHOCTH WH(POPMAIUHA W JOJKHBI



COOTBETCTBOBATh YCTAHOBIICHHBIM HOpPMaM W TPEOOBaHUSAM IO OE€30MaCHOCTH
IT1H.

C3I1dn nomkHa ObITh OPUEHTHPOBAHA HA PEIICHUS], BOZMOXKHBIE PUCKHU IS
KOTOPBIX M MEpPbl MPOTUBOJACHUCTBUSI 3TUM pPUCKAM MPOILUIHM BCECTOPOHHIOKO
TEOPETUUYECKYIO U MPAKTHUUECKYIO MPOBEPKY.

5.14. Cneunanau3anusi ¥ NpodeccuoHaTU3M

[Ipeanonaraer mnpuBiIeYeHUE K pa3pabOTKe CPEACTB U peallu3aliud Mep
3amuThl  WH(OpMAIMU  CICNHMATM3UPOBAHHBIX  OpraHW3anuii,  Haubosee
MOJATOTOBJICHHBIX K KOHKPETHOMY BHIY JCSITCIBHOCTA IO 00ECIICUCHHUIO
oe3onacHocty [1/]H, UMEONIMX ONBIT MPAKTUYECKON pabOThl U TOCYAapCTBEHHYIO
JUIEH3WIO Ha TPaBO OKa3aHWS YyCIyr B O3TOM oOmactu. Peanmsanus
aIMUHUCTPATUBHBIX MEp M  OKCIUTyaTallusi CPEACTB  3alluThl  JOJDKHA
OCYIICCTBIATBCA  NPO(ECCHOHATBLHO  IMOATOTOBJICHHBIMH  CHEIHATHCTAMH
YupexeHusl.

5.15. O6s13aTEILHOCTH KOHTPOJISI

[Ipeanonaraer 0053aT€TLHOCTh UM CBOEBPEMEHHOCTH  BBISIBJICHUS U
MIPECEUCHUs] TIOMBITOK HAPYIIEHUS YCTAHOBJICHHBIX MPaBWI OOECreYeHUs
oe3onacHoctu [IJ[H Ha OCHOBE HCMOJB3YEMBIX CHCTEM U CPEJACTB 3allUTHI
uHOpMaAIlUU TPU  COBEPIICHCTBOBAHWU KPUTEPUEB M METOJIOB  OLICHKH
3 PEKTUBHOCTH ATUX CUCTEM U CPEJICTB.

KoHTposib 3a JeATeNbHOCTBIO JIOOOT0 MOJIB30BATENS, KaXIOro CpencTBa
3alITHl ¥ B OTHOIIECHUH JIFOOOTO 0OBEKTa 3aIHUTHI JIOJDKEH OCYIIECTBIATHCS Ha
OCHOBE MPUMEHEHHS CPEJCTB OTIEPATUBHOTO KOHTPOJS M PETUCTPAIMH U JTODKCH
OXBaThIBaTh KaK HECAHKIMOHMPOBAHHBIE, TaK W CAHKIIMOHUPOBAHHBIC JCHCTBUS
IIOJIb30BATEIICH.

6. Mepbl, MeTOAbI U CPeICTBa 00ecTeYeHust
TPpeOyeMOro ypoBHs 3alIUILEHHOCTH

O6ecrieuenne TpeOyeMOro ypoBHS 3aIUIIICHHOCTH JOJDKHOCTH JTIOCTUTAThCS
C UCIOJIb30BAaHUEM MeEp, METOJIOB U CpeACTB Oe3omacHOCTH. Bce Mepsl
obecnieuenus 6ezonacuoctu MCII/In nmonpasnensitorcs Ha:

3aKOHOJIaTeIbHBIC (ITPABOBBIC);

MOPaJTbHO-3TUUYECKHE;

OpraHu3alUOHHbIE (A AMUHUCTPATUBHEIE);

dusnueckue;

TEXHUYECKHUE (amnmapaTHbie U MPOTPAMMHBIE).

[lepeyenr BBIOpaHHBIX Mep oOOecreueHus Oe30MaCHOCTH OTPaKkaeTcs B
[T1ane MeponpusATHIA IO 0OCCTICYCHHIO 3aIIUTHI MIEPCOHATBHBIX TaHHBIX

6.1. 3akoHoaaTe/IbHbIE (IPABOBbIE) MePbI 3AIMTHI

K mpaBoBBIM MepaMm 3alIUThl OTHOCSTCS JACHCTBYIOIIME B CTPAaHE 3aKOHBI,
yKa3bl 1 HOPMATUBHBIE aKThI, perJaMeHTUpYyIomue npaBuia odpamienus ¢ [1/]H,
3aKPETUISIONIHE TIpaBa U 00s13aHHOCTH YYaCTHUKOB WH(POPMAITMOHHBIX OTHOIIIEHUN
B TIpoliecce ee OOpadOTKM M UCIOJIb30BAaHUS, a TakK)Ke YCTaHABIMBAIOIINE
OTBETCTBEHHOCTh 3a HAPYIIECHUS OTUX TMPaBWI, NPEMSATCTBYS TEM CaMbIM
HEMIPAaBOMEPHOMY HCTOJb30BaHui0 [IJ[H W sBisomuecs CAEP>KUBAIOITUM
(haKTOpOM 17151 TOTCHIIMAIBHBIX HAPYIIUTEIIEH.



[IpaBoBble  MeEpBHI  3alIMTBI  HOCAT B  OCHOBHOM  YIPEXKAAIOIIUH,
npoHIIaKTUYECKUI XapaKTep U TPeOyIOT MOCTOSHHON Pa3bsiCHUTEILHOM pabOTHI C
MOJI30BATEISIMU M OOCITYKUBAIOIIUM MEPCOHATIOM CUCTEMBI.

6.2. MopajibHO-3THYECKHE MePbI 3aIUThI

K MOpanpHO-3THYECKMM MEpaM OTHOCATCS HOPMBI IOBEACHUS, KOTOPbIC
TPAAULIMOHHO CJIOKWIINCh WIN CKJIAIBIBAIOTCA 10 Mepe pacnpocTpaneHuss OBM B
CTpaHe WM oOlmecTBe. OTH HOPMBI OOJIbIIEH YacThIO HE  SBJISIOTCS
00s3aTeIbHBIMU, KaK 3aKOHOJATEIbHO YTBEPXKJACHHbIE HOPMATHUBHBIC aKTHhI,
OJIHAKO, UX HECOOJIIOJICHHE BEAET OOBIMHO K IMAJICHUIO aBTOPUTETA, MPECTHkKA
YeJIoBeKa, TPYMIIbI JIMIl WK OpraHu3anui. MopanbHO-3THYECKHE HOPMBI OBIBAIOT
KaK HEMHCaHbIE (HalpuMep, OOIIeNpU3HaHHbIE HOPMBI YECTHOCTH, IATPUOTU3MA U
T.I.), TaK U MHCaHBIE, TO €CTh O(OPMIICHHBIE B HEKOTOPBI CBOJ (YCTaB) MpaBMII
WJIY TIPEATIMCAHNN.

MopanbHO-3TUYECKHE MEphl 3aAIIMUTHI SBISIOTCA MNPOPHIAKTUYECKUMHU U
TpeOyIOT MOCTOSIHHOM pa0OThI MO CO3/IaHUIO 3J0POBOTO MOPAJIBHOTO KJIMMara B
KOJUIEKTUBAxX IoApa3ieiaeHuil. MOpaJbHO-3TUYECKUE MEpBl 3allUThl CHUXAIOT
BEpPOSITHOCTh BO3HUKHOBEHMSI HETATUBHBIX JACHCTBUN CBA3AHHBIX C YEJIOBEYECKUM
dbakTopom.

6.3. Opranu3zanmoHHbie (AAMUHUCTPATHBHbIE) MePbI 3aAIUTHI

OpranuzaliuoHHble (aIMUHUCTPATUBHBIE) MEpPHI 3alIUTBl — 3TO MEPbI
OpraHU3alMOHHOTO XapakTepa, periiaMeHTUPYIOIINE IPOLIECCHI
¢bynkunonupoBanuss UCII/IH, ucnons3oBanue pecypcoB MCIIJIH, nesaTenbHOCTH
00CITy>KMBAIOIIET0 MepcoHaia, a TaKke MOPSAIOK B3aUMOJEHCTBUA MOJIb30BaTENEH
¢ UCII[x Takum o0Opa3omM, 4TOObl B HauOOJbIIEH CTENEHW 3aTPYJHUTH WIH
UCKJIFOUYUTh BO3MOKHOCTh pPEaM3alluy yrpo3 0€30MacCHOCTH WM CHU3UTH pa3Mep
NOTEPH B CITydae UX pean3alyi.

['maBHasg nenb aAMUHUCTPATUBHBIX MEp, MPEANPUHUMAEMBIX Ha BBICHIEM
yIpaBJIE€HYECKOM ypoBHE — cdopmupoBats I[lonutuky wuHpOpMaMOHHON
oeszonacHoctu [IJ[n (oTpaxkaromryro TOAXOIbI K 3amuTe WHOOpMAIUU) WU
o0ecneunTh €€ BBIIOJHEHHUE, BbIIEISAS HEOOXOAUMBIE PECYPChl M KOHTPOIHUPYS
COCTOSIHHE JEl.

Peanuzanus [lonmutuku uHpopmanuonnoit 6ezonacuoctu [11n B UCIIIH
COCTOSIT U3 MEP aIMUHUCTPATUBHOTO YPOBHS U OPTraHU3ALMOHHBIX (ITPOLIETYPHBIX )
Mep 3alIUThl UH)OpMAIUK.

K aaMUHHCTpAaTHBHOMY YypOBHIO OTHOCATCS pEUIEHUS PYKOBOJICTBA,
3atparuBatomue aearenbHoctbh UCII/IH B neaoM. OTU pelieHus 3aKperuisitoTCs B
[Tonutuke mHbOpMaIMOHHON Oe3omacHOCTH. [IprMepoM TakuxX peneHuil MOTyT
OBITh:

OPUHATHE pEIIeHUs O (QOPMUPOBAHMHU WIM TEPECMOTPE KOMILJIEKCHOM
nporpaMMel obecrieueHust 6ezonacuoctu [1/[H, onpeneneHre OTBETCTBEHHBIX 3a €€
peanu3anuio;

(GopMynupoBaHue Lielei, MOCTAaHOBKa 3ajJay, ONpeAeSieHHE HampaBlIeHU
JeATeIbHOCTH B o0jiactu 6e3omacHocTH T1/1H;

INPUHITHE PEUICHU MO BOMpPOCAM peajM3alliy MporpamMmbl 0€30MacHOCTH,
KOTOPBIE PACCMATPUBAIOTCS HA YPOBHE YUPEKACHUS B LIEIOM;



oOecrieueHe HOPMATUBHOU (TIPaBOBOM) 0a3bl BOMPOCOB OE30MACHOCTH H
T.IL

[TonuTrika BEpPXHETO YPOBHS JIOJDKHA YETKO OYEpTUTh chepy BIUSHUS U
OTpaHUYEHMs TIPU ompeaeieHun 1enei 6ezonacHoctu [1J[H, onpeaenuts KakKUMH
pecypcamu (MarepualibHble, TEPCOHAN) OHU OYAyT JOCTUTHYTHI M HaWTU
pPa3yMHBI KOMIIDOMHCC MEXIy MpPUEMJIEMbIM YPOBHEM O€30MacHOCTH U
dbynkunonaasHoCcThI0 UCTT/IH.

Ha opramn3zanioHHOM ypOBHE ONPENEIAIOTCA MNPOUEAYypbl M NpaBUia
JOCTHKEHHUS 1iesiel U pemeHus 3ana4d [lomutuku nHPOpMaIMOHHOM 0€30macHOCTH
[1/TH. OTH npaBuiIa ONPENEIsIOT:

KaKoBa 00J1acTh MpUMEHEHUs NOJUTUKH Oe3onacHoctu [1/1H;

KakoBbl pPOIM U OOSA3aHHOCTH JIOJDKHOCTHBIX JIMII, OTBEYalolIue 3a
MpoBeJieHHEe MoJUTUKK Oe3omacHocTH I[I/[H, a Tak K€ HX YCTaHOBUTh
OTBETCTBEHHOCTD;

KTO UMeeT npasa gocryna k [1/1H;

KaKUMU MEpaMu U cpeJicTBaMu obecrieunBaeTcs 3ammuta [1/1H;

KaKUMU MEpaMU U CPEJICTBAMH 00€CTIEUNBAETCSI KOHTPOJIb 32 COOJII0/IEHHEM
BBEJICHHOTO PEXXUMa O€30MacCHOCTH.

OpraHu3almoHHbIE MEPHI JOJKHBIL:

npeaycMaTpuBaTh periaMeHT UH()OPMAITMOHHBIX OTHOILICHH,
HCKJIIOYAIOMNX BO3MOYKHOCTh HECAHKIIMOHUPOBAHHBIX JACHCTBUMA B OTHOIIEHUHU
00BEKTOB 3aIIUTEHL;

ONPEAETATh KOAJIUIHUOHHBIE M HEPAPXUUYECKUE MPUHUUNBI U METOJbI
pasrpanunueHus goctyna K I1/1H;

OMpeneNnsaTh MNOpSAOK paboThl €  MPOrpaMMHO-MAaTEMaTUYECKUMU U
TEXHUUYECKUMHU (ammapaTHbIe) CPeJCTBAMH 3alUThl U KPHUIITO3AIMIMTHI U JPYTHUX
3aIIUTHBIX MEXaHU3MOB;

opranu3oBath Mepbl npotuBoaeiicTBus HCJ[ monb3oBaTensiMu Ha 3rTamax
ayTeHTU(PUKALUKA, aBTOPU3AIUHU, HUJECHTU(DUKAIUU, OOCCIEUMBAIONIUX TapaHTHH
peanu3aiuy IpaB ¥ OTBETCTBEHHOCTH CYObEKTOB MH(GOPMAIIMOHHBIX OTHOIIICHUH.

B opranuzanmoHHbIe MEPBI TOJKHBI COCTOATH U3:

pernamenTa goctyna B nomemieHus UCIIH;

MOPSZOK JIONMYyCKA COTPYAHUKOB K UCIHOJb30BaHUI0 pecypcoB MCIIIn
YupexneHus,

periiaMeHTa IMpolLecCCOB BelIeHUs 0a3 JaHHBIX M OCYILECTBIICHHUS
MOAU(PUKALMA HHPOPMALIUOHHBIX PECYPCOB;

perjiaMeHTa MPOIECCOB OOCITYKMBAHMS M OCYUIECTBICHUS MOAM(PUKALMU
anmapaTtHbIX U nporpamMHubix pecypcoB UCII/IH;

uHcTpykumii — monb3oBarened  UCII[n  (ammunuctpatopa  UCIIH,
aJMUHHUCTpaTopa Oe3omacHocTH, onepatopa UCII/IH);

MHCTPYKIIUS TTOJIH30BATENIS PU BO3HUKHOBEHUH BHEIITATHBIX CUTYAIIUH.

6.4. dusnyeckue Mepbl 3a1UTHI

@du3nyecKne MEPhl 3allUThl OCHOBAaHbl HA MPUMEHEHUM PAa3HOTO poJa
MEXAHUYECKUX, OJJIEKTPO- WIHA  DJICKTPOHHO-MEXAHUYECKUX YCTPOUCTB U
COOpPYKCHMI, CHEUHUaTbHO NPEIHA3HAYEHHBIX JJIA CO3/JaHus  (U3HYECKUX



MPENATCTBUMA Ha BO3MOXKHBIX MYTSIX MPOHUKHOBEHUS M JOCTYyNa MOTEHIHAIbHBIX
HapyIluTeae K KOMIOHEHTaM CUCTEMbl M 3alMIIAeMOl MH(POpPMAIINH, a TaKKe
TEXHUYECKUX CPEACTB BU3YAJIbHOTO HAONIOJAEHUS, CBSI3M W  OXPaHHOU
CUTHAIU3ALUH.

dusnueckas 3amUTa 37aHUM, [OMEUIEHUH, OOBEKTOB U  CPEICTB
uH(popMaTH3auU TOJKHA OCYILECTBIISITHCS yTeEM YCTaHOBJICHUS
COOTBETCTBYIOIIMX MOCTOB OXPAaHbI, C MOMOUIBIO TEXHUYECKUX CPEIICTB OXPAHBI
WIK JIOOBIMH JPYTMMHU CIIOCOOAMM, NPEIOTBPAIIAIONIMMHU WM CYIIECTBEHHO
3aTPYJHSAIONIMMUA TPOHUKHOBEHUE B 3JaHUE, MOMEIICHUS MOCTOPOHHMUX JIUII,
XUIICHHEe WHOOPMAITMOHHBIX HOCHUTENICH, CaMHUX CpeICcTB HWHGOpPMAaTH3AIUH,
VCKIIIOYAIOIIMMH  HAX0XXJICHHE BHYTPU KOHTPOJUPYEMOHM (OXpaHsSeMOM) 30HBI
TEXHUYECKUX CPEJCTB Pa3BE/IKH.

6.5. AnapaTHo-nporpaMMHblie cpeacTsa 3amuThl I1/{n

Texnuueckue (anmapaTHO-IPOrpaMMHBIE) MEpbI 3allUTHl OCHOBAaHBI Ha
WCIIOJIb30BaHUMN PA3JIMYHBIX 3JIEKTPOHHBIX YCTPOMCTB U CIEHUATBHBIX MPOrPAMM,
Bxoasmux B coctaB MCIIJIH 1 BBITIONHSIONINX (CaMOCTOSITEILHO WU B KOMILJIEKCE
C IPYTUMU CpeACTBaMU) (PYHKIIMU 3aIIUThI (MACHTU(GUKAIIMIO U ayTeHTU(PUKAIIUIO
MOJI30BATENICH, pa3rpaHUUYCHUE JOCTyIa K pecypcaM, PErucTpaiuio COOBITHH,
Kpunrorpadguyeckoe 3aKpbiTie HHOOPMAIUH U T.11.).

C yderom Bcex TpeOOBaHUM U MPUHLUIIOB obecnieueHus o6e3onacHoctu [1/1x
B MCII/IH mo BcemM HampaBJICHUSM 3alIUTHl B COCTAB CUCTEMBI 3aIUTHI JOJLKHBI
OBITh BKJIFOUEHBI CIICTYIOIINE CPEICTBRA:

cpeactBa  uAeHTUGUKaMU  (OMO3HABaHUs) U ayTeHTU(PUKAUUU
(moaTBepkIeHUS TOATUHHOCTH) noJib3oBaTeneit UCIIH;

CpelCcTBa pPa3rpaHUYEHHUs JOCTyNa 3apEerUCTPUPOBAHHBIX IMOJb30BaTeNeh
cucremsl K pecypcam UCII/IH Yupexnenus;

cpencTBa oOOecriedeHHs] W KOHTPOJS IIEJIOCTHOCTH TMPOTPAMMHBIX U
UH(OPMAITMOHHBIX PECYPCOB;

CpelICTBa OMEPaTUBHOTO KOHTPOJISI M PETUCTPAIIMHN COOBITHI 0€3011aCHOCTH;

Kpunrorpaduueckue cpeacTBa 3amuThl [1/H.

VYcnemHoe NPpUMEHEHUE TEXHUYECKHUX CpPEICTB 3alllMThl HAa OCHOBAaHUU
NPUHUUINOB (pa3znen S5) MpeArnoJiaraeT, 4TO BBHIIOJIHEHUE MEPEUHCICHHBIX HUXKE
TpeOOBaHMI 00ECTIEYeHO OPTraHM3AIMOHHBIMU (aAMUHUCTPATHUBHBIMH) MEpaMU U
HCIIOJIB3YEeMbIMHU (PU3UYECKUMH CPEACTBAMHU 3AITUTHI:

obecnieyeHa (uznyeckas 1eJ0CTHOCTh Becex komnoHeHT UCTT/H;

KaXIplii coTpyaHuk (mosib3oBatens MCII/IH) win rpynna nojb3oBarelnen
MMEET YHUKAJIbHOE CHUCTEMHOE€ HMS WU MHUHUMAJIbHO HEOOXOIUMBIE JIJIst
BBITIOJTHEHUS UM CBOUX (DYHKITMOHATIBHBIX 00sS3aHHOCTEN MOJTHOMOYHS 110 JOCTYITY
K pecypcamM CHUCTEMBI;

B UCIIIn Yupexnenus pa3paboTka ¥ OTJIaJKa MPOrpaMM OCYIIECTBIISCTCS
3a peaenamu UCII/IH;

BCE HM3MCHCHUS KOH(MUTYpallud TEXHUYECKUX U TMPOTPAMMHBIX CPEIICTB
NCIIIH mpou3BOJATCS CTPOrO YCTAHOBJIICHHBIM MOPSJKOM (PETUCTPUPYIOTCA U
KOHTPOJIMPYIOTCSI) TOJBKO HAa OCHOBAaHMM  pACHOpPSDKEHH  pyKOBOJICTBA
Yupexnenus,



ceTeBoe 00opyAoBaHUE (KOHIICHTPATOPHI, KOMMYTATOPhI, MAPIIPYyTHU3ATOPHI
U T.I.) pacrojaraeTcs B MECTaxX, HEJIOCTYMHBIX JJIsI MOCTOPOHHUX (CHEIUATbHBIX
MOMEIIEHUsIX, Kadax, v T.I1.).
CIIEHHAIACTAMU Y UPEXKICHUS OCYIIECTBISECTCS HEMPEPBHIBHOE YIIPABICHUE U
aJIMUHUCTPATUBHAS TOJIEPKKa GYHKIIMOHUPOBAHUS CPEJICTB 3aIIUTHI.
7. KonTpoas 3¢ppextuBnoctu cucremsl 3amutbl UCIIIH
Yupexaenust

Kontpons sddextuBnoctn  C3II[JH nmomkeH oOCyIIeCTBIAETCS Ha
nepuoanydeckoil  ocHoBe. llenmpio  koHTponss  A(DPEKTUBHOCTH  SABISAETCS
CBOCBPEMEHHOE  BBIIBJICHHE HEHAIekKammx pexumMoB paboter  C3I1/IH
(OTKIIIOUEHME CpEJICTB 3aIlUTHI, HapylIeHue PEKUMOB 3aIlUTHI,
HECAHKIIMOHUPOBAHHOE M3MEHEHUE peXuUMa 3aluThl W T.01.), a TakK
MPOTHO3UPOBAHUE W IPEBEHTUBHOE pEArMpOBAaHUE HA HOBBIE  YIPO3bI
oe3onacuoctu [1J1H.

KoHTposib MOXET NpOBOAUTHCS KaK aAMUHUCTpAaTopamMu Oe30MacHOCTU
HUCTIIn  (omepaTUBHBIM  KOHTPOJbL B  Mpolecce  HUHPOPMAIMOHHOTO
Baumoneiicteuss B MWCIIJIH), Tak u TOpUBICKAEMbIMU [UJII OJTOH LIENHU
KOMIIETEHTHBIMUA  OpraHW3alysMH, HWMEIOIIMMH JIMIEH3UI0 Ha H3TOT BUJ
nestenbHocTH, a Takke PCTIK Poccum u PChb Poccum B mpenenax Hx
KOMIIETEHIIUH.

KOHTpoJIb MOXET OCYHIECTBIATHCS aAMUHUCTPATOPOM OE30MaCHOCTH Kak C
MOMOII[BI0 INTATHBIX CPEACTB cUCTeMbl 3amuThbl [IJ[H, Tak W ¢ MOMOIIbIO
CIIEIUAIIBHBIX TPOTPAMMHBIX CPEICTB KOHTPOJIS.

Ouenka >¢dextuBHOCTH Mep 3auuThl [1J[H TPOBOAUTCS C MCIIOIB30BAHUEM
TEXHUUYECKUX W MPOrPAMMHBIX CPEACTB KOHTPOJS Ha MPEeAMET COOTBETCTBUS
YCTaHOBJICHHBIM TPEOOBAHUSIM.

8. Cdepsnl oTBeTcTBeHHOCTH 32 Oe30macHocTh I1/{H

OTBeTCTBEHHBIM 3a pa3pabOTKy Mep W KOHTpPOJIb Haja obecreueHrueM
0€30MacHOCTH TEPCOHANBHBIX JAHHBIX SIBJSIETCS PYKOBOAMUTENb Y UPEKICHUSI.
PykoBoauTenb MOXET HeNerupoBaTh YacTh TMOJHOMOYUN 1O OOECIECUCHUIO
0€30MacHOCTH MEePCOHANIBHBIX JIAHHBIX.

Cdepa  OTBETCTBEHHOCTH  PYKOBOJIWTEIS  BKIIOYAET  CICAYIOIIHE
HarpaBJieHus o0ecrieueHus: 6ezonacHoctu [1J1H:

[InanupoBanue u peanusaiys Mep no oodecrneueHuro 6ezonacuoctu [1/1H;

Ananu3 yrpo3 6e3omacHoctu [1/1H;

Pa3paboTky, BHeApeHUE, KOHTPOJIb HCIOJHEHUS U TMOJJACpKaHUE B
aKTyaJJbHOM  COCTOSIHMM  TIOJIUTHK, PYKOBOJCTB, KOHIICMIIUMA, MPOUETYp,
perjiaMeHTOB, HWHCTPYKIMH U JAPYrUX OpraHU3aIlMOHHBIX JOKYMEHTOB IO
o0ecreyeHnI0 0e30aCHOCTH;

Kontpons 3ammmennocta UT undpactpykrypsl Kommannu ot yrpo3 b
MyTEeM;

OO6yuenue u undopmupoBanue nons3opareneid UCII/IH, o mopsiake paboThl
c [I/IH u cpeacTBamMu 3a1UTHIL;



[IpenotBpanieHne, BbISIBIEHNUE, PEATUPOBAHUE U PACCIIECIOBAHUE HAPYIICHUN
oe3omacHoctH I11/1H.

[Ipyn B3aMMOAEUCTBUM CO CTOPOHHUMH OpraHU3AUSIMHU B ClIy4asix, KOrja
COTPYIHHUKAM 3THX OpPTraHU3AlMK MPEJOCTABIAECTCS TOCTYN K OOBEKTaM 3alllUThI
(paznmen 3), ¢ TUMHU OpraHu3alusIMU JOHKHO ObITh 3akimoueHo «CorjamieHue o
KoH(uaeHuuanpHocTy, Jmbo  «CornameHue o0  COOJIOJICGHUU  pexuMa
oe3onacHoctu I[1/1n npu Beimosnnenuun padot B MUCIIJu». TloaroroBka THUIOBBIX
BAPUAHTOB ATUX COTJIAIIEHUN OCYILECTBISIETCA COBMECTHO ¢ HOpuanueckum
OTJZIEJIOM.

Q. Moaeab HapymuTeas 0e30IacHOCTH

Ilon HapymmTeneM B VYUpeKICHHHM IIOHMMAETCS JIMLO, KOTOpOE B
pe3yabTaTe YMBIIIJICHHBIX WM HEYMBIIUICHHBIX TEUCTBUNA MOXKET HAHECTH ylIepO
oOBeKTaM 3aluThl (paszaen 3).

Hapymmrenn nonpasnenstorcs 1o npusHaky npuHamiexxHoctd k UCI/IH.
Bce Hapymurenu IensTcs Ha ABE TPYIIIIbL:

. BHEIIIHWE HapyIIUTeNH — (U3MYECKUE JIMIA, HE UMEIOIIHUE IpaBa
npeObIBaHUsST HA TEPPUTOPUHM KOHTPOJIUPYEMOM 30HBI, B Tpefeiaax KOTOpOi
pa3meniaercs obopynoBanue MCII/IH;

. BHYTPEHHHE HApYIIUTEIN — (PU3NYECKUE JIMIA, HMEIOIIUE IPaBO
npeObIBaHUSI Ha TEPPUTOPUM KOHTPOJIUPYEMOW 30HBI, B IMpeAesiax KOTOpOu
pa3menaercsa ooopyaosanue MCIIJIH.

Knaccudukanust HapymwuTeneil  mpeacraBieHa B Mojaenn — yrpos
0€30IMacCHOCTH MEePCOHANbHBIX JaHHBIX Kaxaou MCITJIH.

10. Mopean yrpo3 6€30nacHOCTH
Jns UCIIH YupexaeHus BBIACISIOTCS CIEAYIOIINE OCHOBHBIE KaTErOpUu
yIrpo3 6€30MaCHOCTH MEPCOHATBHBIX TAHHBIX:
YTpo3bl OT yTEUKHU M0 TEXHUYECKUM KaHAJIaM.
VYTpo3bl HECAaHKIIMOHUPOBAHHOTO JIOCTYTA K HH(MOpMAITUH:

. Yrpo3bl yHHUTOXKEHUs, XulleHus annapaTHeix cpeacts WCII/Ix
HOcHTeNer nudopmaruu nyrem guzndeckoro noctymna k snementam UCIIH.
. Yrpo3pl XWIlEHWS, HECAaHKIIMOHUPOBAHHOW MOAMPUKAIMKN WU

OsiokupoBaHuss MHPOpMaNMKU 3a cyeT HecaHkimoHupoBanHoro goctyna (HC) c
MPUMEHEHUEM MPOrPAMMHO-AIAPATHBIX U MPOrPAMMHBIX CPEJCTB (B TOM UHUCIIC
POrpaMMHO-MATEMAaTUUECKUX BO3ICUCTBUI).

. YTpo3bl HE TPETHAMEPEHHBIX IECHCTBUM T0JIb30BATENIEN U HAPYIICHUH
oe3onacHoctu Gyukimonupoanus UCIIIn u C3I1/IH B ee cocTtaBe u3-3a cOOEB B
MpOrpaMMHOM OOECIIEUeHUH, a TakKe OT YIrpo3 HEaHTPOIOreHHoro (cOoeB
anmapatypbl U3-3a HEHAJEKHOCTH JJIEMEHTOB, COOEB DJJICKTPOIHUTAHMS) U
CTUXUHHOTO (yIapOB MOJIHUM, MOXKAPOB, HABOJHEHUM U T.I1.) XapakTepa.

. YTpo3bl peTHAMEPEHHBIX IEUCTBUN BHYTPEHHUX HAPYLIUTEIICH.

. YTrpo3bl HECAHKIIHOHUPOBAHHOTO JOCTYTA 10 KaHAJIaM CBS3H.



Onucanue yrpo3, BEpOSITHOCTh UX peaiM3alliK, ONMACHOCTh U aKTyaJIbHOCTh
npeacTaBieHbl B Mojienu yrpo3 0€30MacHOCTH MEPCOHANBHBIX JAAHHBIX KaXKIOU
NCTIH.

11. Mexanusm peajusanuu Konnenuuu

Peanmnzaumns ~ KoHuenmuu — AOJDKHA ~ OCYIIECTBISITBCS.  HA  OCHOBE
MEPCIEKTUBHBIX MPOrPAMM U IIJIAHOB, KOTOPHIE COCTABIISIIOTCSI HA OCHOBAaHUU U BO
WCIIOJTHEHUE:

denepanbHBIX 3aKOHOB B o0OyiacTé  oOecreueHus: HHPOPMAIMOHHOM
0€30IacHOCTH U 3alIUThl HHPOPMAIUH;

noctanoByieHn IpaBurensctBa Poccuiickon @enepanuu;

PYKOBOJSIIMX, OPTraHU3allMOHHO-PACTIOPSIUTEIBHBIX W METOJUYECKUX
nokyMeHToB @CTOK Poccuu;

notpebnocret HWCIIJlH B cpemctBax oOecreueHuss 0€30MacHOCTH
uHdopMaIuu.

12. Oxupgaemplii 3¢pdexT oT peasnzanuu Konuenuuu

Peammzanus Konnernmuu 6e3onacuoctu [1/n B UCITJIH mo3BouUT:

OLICHUTHh cocTosiHue Oe3omacHoctu uHpopmanuu WCII[H, BBISIBUTH
HMCTOYHUKU BHYTPEHHUX M BHEIIHUX Yrpo3 HH(OpMaImoHHONW O0€30MacHOCTH,
ONPENEIUTh TNPUOPUTETHBIE HANpPaBJICHUS MPEAOTBpAIICHUSA, OTPAKECHUS U
HEUTpaIU3aluu 3TUX YIPpo3;

pa3paboTarh pacnopsAuTEIbHbIE 1 HOPMATUBHO-METOAUYECKUE TOKYMEHTHI
npuMennTensbHo K UCIIH;

npoBecTH kinaccudukamnuio u ceprudukanuto MCIT/IH;

MPOBECTU OPTraHU3ALMOHHO-PEKUMHBIC U TEXHUYECKHE MEPOIPHUATHUS IO
obecnieuenuto 6e3onacHoctu I1/{n B UCII/IH;

obecrieunTh HeOOXOIUMBIN YPOBEHB O€30MMaCHOCTH OOBEKTOB 3AIIUTHI.

OcyliiecTBI€HUEe OTUX MEPONPUITHI O00ECIEUYUT CO3[IaHUE CIUHOM,
IIEJIOCTHON ¥ CKOOPJIWHUPOBAHHOW CHUCTEMbl WH(MOPMAIMOHHONW O€30MacHOCTH
NCIIH u co3nact yciaoBus sl €€ JalbHENUIIEro COBEPIICHCTBOBAHMS.

13. Cnucok HCNOJIb30BAHHBIX HCTOYHUKOB

OCHOBHBIMU HOPMATUBHO-TIPABOBBIMU U METOJIMYECKUMH JOKYMEHTaMu, Ha
KOTOpbIX Oazupyetcs HacTosiee [lonoxenue sBIsOTCS:

®enepanbHbil 3akoH oT 27.07.2006 1. Ne 152-®3 «O mnepcoHanbHBIX
naHHbeIX» (manee — @3 «O mnepcoHANbHBIX JIAaHHBIX»), YCTaHABIMBAIOIIUN
OCHOBHbIE€ TPUHUMUIIBI U YyciaoBusi o00pabotku IIJ[H, mpaBa, o0O0s3aHHOCTH U
OTBETCTBEHHOCTh YUaCTHUKOB OTHOIIEHUM, CBSI3aHHBIX ¢ 00padoTkoit [1/1H.

«Ilonoxxenne 06 obecrieueHNH OE30MACHOCTH MEPCOHATBHBIX JTAHHBIX MPHU
ux o0paboTke B HWHOOPMAIIMOHHBIX CHCTEMax IICPCOHAIBHBIX JTAHHBIXY,
yrBepxaeHHoe [locranosinenunem [IpaBurenscta PO ot 17.11.2007 1. Ne 781.

«Ilopsimox ~ mpoBeeHUs  KiIacCUPUKAMK  HHPOPMAIIMOHHBIX  CHUCTEM
NEPCOHANIBHBIX JAHHBIX», YTBEpPKACHHbIH coBMecTHbIM [Ipukazom @OCTIOK
Poccun Ne 55, @CB Poccuu Ne 86 u Munuadopmcesszu PO Ne 20 ot 13.02.2008 r.



«ITonoxenne 00 OCOOEHHOCTSIX OOpPaOOTKM TEPCOHATIbHBIX JaHHBIX,
OCYILECTBIsIEMON 0€3 MCIOIb30BaHUs CPEJCTB aBTOMATHU3ALMM», YTBEPKICHHOE
[Tocranosnennem IIpaBurensctBa PO ot 15.09.2008 r. Ne 687.

«TpeboBaHuss K  MaTepUaJbHbIM  HOCHUTENSIM  OMOMETPUYECKUX
NEPCOHAIBHBIX JIaHHBIX M TEXHOJOTUSAM XpaHEHHUS TaKUX JAHHBIX BHE
UHPOPMAILIMOHHBIX ~ CUCTEM  MEPCOHAIBbHBIX  JAHHBIX»,  YTBEP)KICHHbBIC
[Tocranosnennem IIpaBurensctBa PO ot 06.07.2008 r. Ne 512.

HopmatuBHO-MeToquueckue JoKymMeHThl DenepanbHOl  ciaykObl 1O
TEXHUYECKOMY M JKCIepTHOMY KOHTpoiro Poccuiickoit ®denepanum (nanee —
OCTOK Poccun) mo obecmneuenuro Oe3omacHoctr [IJI[H mpu mx oOpaboTke B
NCITH:

PekoMenpannu mo obOecrneuyeHUI0 OE30MacCHOCTH IMEPCOHATBHBIX JTaHHBIX
npu ux o0pabOTKe B MHPOPMALMOHHBIX CUCTEMAaX MEPCOHANbHBIX JTaHHBIX, YTB.
3am. gupekropa PCTIK Poccun 15.02.08 . (JICII)

OCHOBHbBIE MEPOIPUATHUS 110 OPTaHU3ALUN U TEXHHUYECKOMY 00ECIEUEHHUIO
0€30MacCHOCTH TEPCOHAJBHBIX JIaHHBIX, 00padaThIBaeMbIX B HH(OPMALMOHHBIX
CUCTEMAaX MEPCOHANBHBIX aHHBIX, YTB. 3aM. nupekrtopa @CTIOK Poccun 15.02.08
r. (ACIT)

ba3oBast Monenb yrpo3 0€30MaCHOCTH NEPCOHANbHBIX JAHHBIX NPU HX
00paboTke B MH(OPMALMOHHBIX CHUCTEMaxX NEPCOHAIBbHBIX JAaHHBIX, YTB. 3aM.
nupekrtopa @CTIOK Poccnn 15.02.08 r. (ICII)

Meroavka onpeaeneHusl akTyalbHbIX Yrpo3 0€30MacHOCTH MEPCOHATBHBIX
JAHHBIX TpU UX 00paboTke B HH(POPMALMOHHBIX CHCTEMaxX MEPCOHAIBHBIX
JnaHHbIX, YTB. 3aM. aupekTopa PCTIK Poccum 15.02.08 r. (ICII)



